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The Boards of NHS Coventry and Warwickshire ICB and NHS
Herefordshire and Worcestershire ICB are asked to:

s e e RS ¢ Note the contents of the report, and to;

e Approve the Emergency Preparedness, Resilience and
Response Policy, Business Continuity Policy and On-Call
Policy.

Future ICB footprint arrangements

NHS England has asked all ICB clusters to engage with local partners on proposals for future merged
ICB footprints from April 2027. Following engagement with MPs, councils and strategic authorities
across both systems, the proposed recommendation is that NHS Coventry and Warwickshire ICB and
NHS Herefordshire and Worcestershire ICB should merge on their existing clustered footprint from
April 2027. This would create a single statutory ICB that serves approximately 1.9 million residents.

The Government's longer-term ambition for NHS commissioning boundaries is for them to align with
Strategic Mayoral Authority footprints wherever practical. However, uncertainty remains regarding
local government reorganisation and future devolution and Strategic Mayoral Authority arrangements
across Herefordshire, Worcestershire and Warwickshire. Implementing further boundary changes
before these arrangements are confirmed would introduce unnecessary organisational change and
could require at least two lots of further restructuring within a short period.

Maintaining the current clustered geography provides the most stable and deliverable solution while
preserving well-established place-based partnerships, and provider, commissioner and local authority
partnerships across both systems. It also enables organisational focus to remain on improving
services for local people and enhancing financial sustainability rather than on further structural
change. Particular efforts and focus will continue on ensuring that Coventry remains actively involved
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and well represented within any West Midlands wide health initiatives that the Combined Authority are
leading.

The proposal is therefore considered the most suitable option at this stage, whilst maintaining a clear
commitment to review future geographical alignment once local government and devolution
arrangements become clearer. New unitary Authorities in Worcestershire and Warwickshire should
be in a position during the 2028/29 financial year to decide on membership of a Strategic Mayoral
Authority.

ICB transition update

The transition to the clustered operating model continues to progress well, with the ICBs delivering a
planned reduction of £22 million in management costs during 2026/27. A key milestone was reached
on 1 June 2026 with the commencement of the Wave 3 consultation, which covers the majority of
substantive staff who were not included within earlier management of change processes. This 45-day
consultation is due to be completed on 15 July and marks the final significant phase of workforce
transition across both ICBs. Responses to the consultation will be reviewed over the coming days and
a final structure will be confirmed in August, before appointments can start to new roles soon
afterwards.

Alongside the organisational changes, work continues to refine the future operating model and
strengthen leadership arrangements across both systems. In the region of a further £1 million of
savings can also be made recurrently if a merger proceeds in April 2027 and if it is only necessary to
operate one statutory body rather than the current two ICBs within the cluster.

Partner Member appointment

Following a competitive nomination and selection process, Dr Deepika Yadav has been appointed as
the NHS Coventry and Warwickshire ICB Partner Member for Primary Medical Services. Dr Yadav
brings significant board-level and clinical leadership experience and will strengthen the Board's
primary care perspective and strategic oversight.

NHS England Strategic Review Meeting

The joint ICB Strategic Review Meeting with NHS England took place on 7 May 2026. The review
formed part of NHS England's revised approach to strategic oversight, focusing on the effectiveness
of strategic commissioning, organisational maturity and delivery capability.

NHS England recognised the significant progress made in establishing the cluster arrangements
during a period of considerable organisational change. The review acknowledged the delivery of the
required management cost reductions, organisational stability throughout transition and the
successful retention of key capability across the two ICBs. The review concluded that the cluster is
well positioned to move from organisational transition to becoming an effective strategic
commissioner. Particular strengths identified included the development of neighbourhood health,
strong governance arrangements, constructive relationships with partners and increasing
organisational maturity.

NHS England also highlighted a number of continuing strategic priorities, including improving urgent
and emergency care performance, strengthening financial sustainability, addressing service fragility
and reducing unwarranted variation across the cluster footprint. The importance of maintaining a
strong place-based operating model, whilst maximising the benefits of scale across the cluster, was
also emphasised as the next stage of organisational development.

Overall, the review provided positive assurance that the cluster has established the leadership,
governance and partnership foundations required to support its next phase of transformation and
delivery.
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NHS England Annual Assessment 2025/26

NHS England is currently undertaking the statutory Annual Assessment of ICBs for 2025/26,
assessing how effectively each ICB has discharged its statutory duties and responsibilities across the
financial year.

As part of the assessment process, NHS England has shared preliminary performance information
across a range of domains including access to services, patient experience, patient safety, finance,
workforce and population health. This information provides an indication of comparative performance
across ICBs and will inform the final assessment.

Headline performance for both ICBs is summarised below.
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The results demonstrate areas of strong performance alongside a number of domains requiring
continued improvement. It should be noted that, for 2025/26, the metrics are intended to provide
comparative benchmarking against other ICBs rather than formal performance segmentation, and
lower quartile positions do not necessarily indicate poor organisational performance.

There is a clear understanding of the data and drivers that underpin the red patient safety metric,
which is largely driven by perinatal mortality (both neonatal deaths and stillbirths). The ICB is working
collaboratively with providers through the Local Maternity and Neonatal system to continue to deliver
improvements through targeted interventions.

The formal Annual Assessment is expected to conclude during July 2026, after which NHS England
will publish the outcomes. Looking ahead, a revised assessment framework will be introduced from
2027/28, including formal segmentation and organisational capability assessments as part of the NHS
Oversight Framework.

2025/26 NHS Oversight Framework

The Q4 2025/26 NHS Oversight Framework segmentation levels were published on 4 June 2026.
The tables below illustrate the Q4 position for partner Trusts and their overall segmentation and rank
for 2025/26.

NHS Coventry and Warwickshire ICB
NHS Herefordshire and Worcestershire ICB

V=



Coventry & Warwickshire Herefordshire & Worcestershire

Q1 25/26 Q2 25/26 Q3 25/26 Q4 25/26 Change Q125/26 Q2 25/26 Q3 25/26 Q4 25/26 Change
Average Metric Score 279 273 298 290 008 Average Metric Score 232 235 239 256
CWPT Rank (Out of 61) 5 49 57 55 -2 HWCT Rank {Out of 61) 32 32 36 44  EE
Organisation Segment 4 4 4 4 - Organisation Segment 3 3 3 3 =
Average Metric Score 2.56 2.39 223 1.97 -0.26 Average Metric Score 2.68 2.57 279 2.65 -0.14
GEH Rank (Out of 134} 121 75 48 43 -5 WHAT Rank (Out of 134} 110 92 106 109
Organisation Segment 4 3 3 3 = Organisation Segment 4 3 4 4 =
Average Metric Scors 228 2.3 229 2.07 0.22 Average Metric Score 243 2.3 215 202 -0.13
SWFT Rank (Out of 134} 25 27 56 23 -33 wvT Rank (Out of 134} 76 66 42 46
Organisation Segment 2 2 3 2 1 Organisation Segment 3 3 3 3 =
Average Metric Score 3.01 2.60 263 2.58 -0.05
UHCW Rank (Out of 134} 132 96 92 101 HEIR
Organisation Segment 4 3 3 4 1

NHS England enforcement action

NHS England has refreshed the enforcement undertakings relating to urgent and emergency care
performance at Worcestershire Acute Hospitals NHS Trust following its annual review of compliance.
The review recognised the significant progress made during 2025/26 in developing a comprehensive
improvement programme and strengthening collaborative working across the wider health and care
system. However, NHS England concluded that sustainable improvement against the agreed urgent
and emergency care measures has not yet been achieved and that the Trust remains below the
expected performance trajectory.

Consequently, the Trust remains subject to formal enforcement arrangements, with continued
oversight focused on improving emergency department performance, reducing ambulance handover
delays, improving patient flow and length of stay, and strengthening whole-system approaches to
urgent and emergency care. The ICBs will continue to work closely with the Trust and system partners
to support delivery of the agreed improvement programme.

SEND Reforms

Three 'Local SEND Reform' plans, covering Coventry, Herefordshire and Worcestershire have been
developed and submitted to the Department of Education, with Warwickshire expected to be
submitted by 10 July. These plans have been co-produced with Local Authority, Parent Carer Forums,
provider representatives and the ICBs, outlining how each place will meet the needs of children and
young people with SEND. The focus of the plans are on ensuring that there are sufficient high needs
education places within mainstream settings, alongside a continued strengthening of effective
partnerships and practice including in integrated commissioning.

Implementation of the reforms will result in a new tiered support model (Universal, Targeted, Targeted
Plus, Specialist) and the introduction of the Experts at Hand offer will reshape how health, education,
and care systems work together to strengthen the capability of mainstream education settings by
providing a new route to access expert advice and support including additional clinical health
professionals (Speech and Language Therapists, Occupational Therapists). A decision on whether
the local plans have been approved is expected during September 2026.

Inspection outcomes
Since the last meeting there have been a number of inspection outcomes announced across
Coventry, Warwickshire, Herefordshire and Worcestershire.

Adult Social Care — Coventry City Council

The Care Quality Commission (CQC) has awarded Coventry City Council an overall rating of
Good for its Adult Social Care services. The assessment recognised the strength of
partnership working between the Council and NHS organisations, highlighting mature
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integrated arrangements, effective safeguarding, person-centred care and strong
multidisciplinary collaboration.

Adult Social Care — Worcestershire County Council

The Care Quality Commission has rated Worcestershire County Council's Adult Social Care
services as Good. The assessment highlighted timely assessments, a strong focus on
supporting independence and positive experiences reported by people receiving services. The
report also identified ongoing challenges relating to rural access and workforce continuity,
which will continue to form part of wider partnership improvement activity.

Adult Social Care — Herefordshire Council

The CQC assessed Herefordshire Council's Adult Social Care services as Requires
Improvement, with an overall score close to the threshold for a Good rating. The report
recognised a number of areas of effective practice whilst identifying opportunities to further
strengthen service delivery. The Council has responded positively to the findings and is
implementing a programme of improvement focused on new models of care, greater use of
technology and closer collaboration with partners across health, social care and the voluntary
sector. The ICB will continue to support delivery of these improvements.

Children’'s Services — Coventry City Council

Coventry City Council's Children's Services have been rated Outstanding by Ofsted,
representing a significant achievement and reflecting sustained improvement over recent
years. Inspectors recognised outstanding leadership, strong outcomes for children in care and
care leavers, and effective safeguarding arrangements. The inspection provides further
evidence of the strength of partnership working across Coventry and demonstrates the
benefits of sustained investment in integrated services supporting children and young people.

SEND Partnership — Warwickshire

The Warwickshire Local Area SEND Partnership has received a positive outcome under the
revised Ofsted and Care Quality Commission inspection framework. In its first inspection
under the new national framework, which introduces three possible outcomes rather than a
single overall rating, Warwickshire was assessed as meeting the Middle outcome,
representing an improvement on the previous inspection. Inspectors recognised strong
strategic leadership, improving partnership working across education, health and care,
effective use of data and the increasingly influential contribution of Warwickshire Parent Carer
Voice. The inspection also identified a number of priority areas for continued improvement,
including reducing waiting times for neurodevelopmental assessments, strengthening
commissioning arrangements and improving the quality and timeliness of Education, Health
and Care Plans.

Neighbourhood Health Capital Programme

The Government continues to place neighbourhood health at the centre of NHS reform, with
Integrated Care Systems invited to submit capital proposals supporting the development of
neighbourhood health centres and integrated community-based models of care. Both ICBs have
submitted ambitious proposals designed to strengthen local neighbourhood health infrastructure over
the next three years.

For Herefordshire and Worcestershire, proposals seek £5.8 million of capital investment to develop
integrated hub-and-spoke models across both counties together with longer-term development of
neighbourhood health centres in Redditch, Worcester and Evesham.

For Coventry and Warwickshire, proposals seek £9 million of investment to support integrated
neighbourhood models across both places alongside the future development of neighbourhood health
centres in North East Coventry, North West Coventry, Kenilworth and Leamington Spa.
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These proposals build upon the Community Left Shift and Constitutional Capital funding already
secured and represent an important opportunity to accelerate delivery of the neighbourhood health
agenda by strengthening integrated community services and improving access to care closer to
people's homes.

Neighbourhood health review

Following publication of the Neighbourhood Health Framework, NHS England introduced a
programme of baseline reviews across all Integrated Care Systems to assess readiness for
implementation of the Government's neighbourhood health agenda.

The review of the Herefordshire and Worcestershire and Coventry and Warwickshire cluster took
place on 29 June 2026, bringing together representatives from primary care, community services,
acute providers, local authorities and wider system partners.

Led by Dr Claire Fuller (NHS England’s Neighbourhood Health National Priority Programme Director),
the review recognised a number of areas of significant strength across the cluster, including its overall
strategic approach to neighbourhood health, the use of population health intelligence and analytics,
strong engagement with providers and local authorities, and the maturity of primary care and provider
collaboration.

The review also concluded that the cluster is well positioned to accelerate delivery of neighbourhood
health, including the transformation of outpatient services. NHS England has encouraged the cluster
to share its approach nationally to support learning across other systems. A written report is expected
later this year and will contribute to a national synthesis report for the Neighbourhood Health Oversight
Board.

Efforts over the coming weeks will be focused on developing the commissioning framework and
approach across the cluster to drive further neighbourhood health improvement next year and beyond.

Lord Mann Review
On 4 June 2026 Lord Mann published his review into tackling racism and antisemitism within the NHS
and the healthcare regulatory system.

The review sets out a range of recommendations for NHS England, NHS organisations and leaders,
the Department of Health and Social Care, as well as arm’s-length-bodies and regulators. NHS
England has subsequently set out a series of immediate actions that it is asking all organisations to
take:

Sign up to the NHS Race and Health Observatory Seven Anti-Racism Principles

Ensure implementation of the Violence Prevention and Reduction Standard

Prepare to implement the forthcoming NHS Staff Standards

Adopt the new government definition of anti-Muslim hostility

Ensure all staff have completed the NHS Core Skills Framework module on Equality, Diversity

and Human Rights (EDHR)

o Ensure all staff complete the new bitesize module co-created with faith leaders in the NHS
when it becomes available

o Ensure Board agreement to undertake new anti-racism training when it becomes available

e Ensure colleagues, staff representatives, patients and communities are aware of actions being
undertaken and are appropriately engaged in further developments to address antisemitism
and all forms of racism locally

o Ensure Boards and relevant committees fully understand staff survey data on the experience

of racism within their respective organisations and are taking appropriate action on key

problem areas related to this issue and monitoring progress.
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The ICBs will continue to work with NHS England and partner organisations to ensure these actions
are implemented across the cluster and that local arrangements remain aligned with emerging
national guidance and expectations.

Resident Doctors' Industrial Action

The British Medical Association has confirmed that resident doctors have voted to accept the
Government's proposed pay agreement, bringing the current programme of industrial action to an
end. The agreement includes an average pay increase of 6.6%), phased implementation by April 2027,
and a commitment to expand specialty training places to address longer-term workforce challenges.

Prior to confirmation of the agreement, both systems had developed comprehensive contingency
arrangements to mitigate the potential impact of further industrial action on patients and services. The
resolution of the dispute reduces operational disruption and provides greater stability for workforce
planning across both health systems.

Integrated Urgent and Emergency Care Programme

The Integrated Urgent and Emergency Care (IUEC) Programme continues to develop a more
coordinated approach to urgent care across Coventry and Warwickshire, supporting delivery of
national priorities to improve access, reduce waiting times and provide more care closer to home.

During the initial phase of the programme, partners carried out a comprehensive review of current
service utilisation, population need and clinical pathways. Progress has also been made in
strengthening professional communication, improving referral pathways and developing more
consistent approaches to navigating patients to the most appropriate service.

The programme is now entering its next phase, focusing on the design and implementation of an
integrated urgent care model that enables patients to access timely advice and treatment before
attendance at hospital becomes necessary. This will include enhancements to Urgent Treatment
Centres and Minor Injury Units across Coventry and Warwickshire, strengthened evening and
weekend provision, and the development of a single point of access to support healthcare
professionals in navigating patients quickly to the most appropriate service.

Urgent Access Primary Care Service

Following the Board's approval of the contract awards in November 2025, the new Urgent Access to
Primary Care Services contracts for Herefordshire and Worcestershire commenced on 8 July 2026.
The contracts have been awarded to Taurus Healthcare in Herefordshire and Practice Plus Group in
Worcestershire, with each contract providing three core services: GP Out of Hours (OOH) services,
medical cover for the Single Point of Access (SPA), and outbreak management services.

Mobilisation has progressed largely in line with plan. In Herefordshire, all three service elements
commenced as scheduled. In Worcestershire, the GP OOH and outbreak management services
became operational as planned. Mobilisation of the SPA element has been deferred following the
need to finalise data sharing arrangements between Worcestershire General Practice, Herefordshire
and Worcestershire Health and Care NHS Trust and Practice Plus Group.

To ensure continuity of service, the existing provider will continue to deliver the Single Point of Access
service for a transitional period of up to three months while the outstanding information governance
arrangements are completed. Revised mobilisation plans have been agreed by all parties and
implementation will proceed once these requirements have been finalised.

Cyber Security and Information Governance

Both ICBs have completed the annual Data Security and Protection Toolkit (DSPT) assessment and
submitted returns to NHS England confirming compliance with the required standards. Achievement
of the DSPT provides assurance that the ICBs have appropriate arrangements in place to manage
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cyber security and information governance risks. Work will continue throughout the year to strengthen
cyber resilience and ensure compliance with the evolving requirements of the Cyber Assessment
Framework.

EPRR policies

The Emergency Preparedness, Resilience and Response Policy, Business Continuity Policy and On-
Call Policy (enclosed) have been reviewed and updated to reflect the current clustered operating
arrangements across NHS Herefordshire and Worcestershire ICB and NHS Coventry and
Warwickshire ICB. Each policy has been developed through the appropriate governance processes,
including consultation with relevant stakeholders, and has been assessed against the organisational
policy framework. No negative impacts have been identified through equality impact assessments.

In line with expectations set out by NHS England, the Board is recommended to approve the
Emergency Preparedness, Resilience and Response Policy, Business Continuity Policy and On-Call
Policy.

HSJ Digital Awards

NHS Herefordshire and Worcestershire ICB was shortlisted in the Driving Change through Al and
Automation category at the recent HSJ Digital Awards for its work evaluating the use of electronic
patient record-integrated Ambient Voice Technology to support clinical documentation across primary
and acute care settings. The shortlisting recognises the innovative work undertaken with clinical
teams and academic partners to evaluate the potential of digital technologies to improve clinical
productivity and patient care.

National recognition

Sir Glen Burley, Chief Executive of the Foundation Group and interim NHS England Deputy Chief
Executive, has been awarded a Knighthood in the King's Birthday Honours in recognition of his
outstanding contribution to NHS leadership and public service. The award represents well-deserved
national recognition of Professor Burley's longstanding contribution to the NHS, including his
leadership across organisations serving the populations of Herefordshire, Worcestershire, Coventry
and Warwickshire.

Recommendations
The Boards of NHS Coventry and Warwickshire ICB and NHS Herefordshire and Worcestershire ICB
are asked to:

¢ Note the contents of the report, and to;
e Approve the Emergency Preparedness, Resilience and Response Policy, Business Continuity
Policy and On-Call Policy.

Simon Trickett
Chief Executive

7 July 2026

Appendices:

Appendix A — Emergency Preparedness, Resilience & Response Policy
Appendix B — Business Continuity Policy

Appendix C — On-Call Policy
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Appendix A

Emergency
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Resilience and
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Emergency Preparedness, Resilience and Response Policy

Document Reference Information

Reference Number:

Applied to all new ICB-wide Policies by the Governance team and
will be retained throughout the policy life span.

Version:

V1.0

Department:

Integration & Delivery

Department lead:

Executive Director of Integration & Delivery

Approved by:

(Board/Committee, etc)

To be applied by Governance team after approval

Date approved:

To be applied by Governance team after approved

Date effective:

July 2026

Next Review Date:

April 2029

Version History

Changes made to | Consulting
Changes previous version and . Date change
and reason why, Endorsing
. made by cer to be
Date Version (title and e.g., ‘timescales Stakeholders, imblemented
for XX changed Committees / P
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Policy

Policies can be made available on request in a range of languages and formats from the
Communications and Staff Engagement team. If you wish to request this, please email
cwicb.communications@nhs.net or hw.comms@nhs.net
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3.2

Emergency Preparedness, Resilience and Response Policy

Scope

This policy applies to all activities and functions of Coventry and Warwickshire ICB and
Herefordshire and Worcestershire ICB, operating under clustered arrangements. It applies
to all employees, appointees, contractors, agency staff and others working on behalf of
either ICB, including staff working in temporary, hosted or cross-cluster roles. It also applies
to ICB-employed staff who carry out work within another organisation’s premises.

For the purpose of this policy, Coventry and Warwickshire ICB and Herefordshire and
Worcestershire ICB are referred to as “C&W ICB and H&W ICB” or “the clustered ICBs”.
Where the policy refers to “the relevant ICB”, this means the ICB responsible for the affected
geography, service, commissioned provider, Local Resilience Forum area, Local Health
Resilience Partnership area or incident response arrangement.

The clustering arrangement does not remove the requirement for place-based EPRR
governance, local risk assessment, Local Resilience Forum engagement, Local Health
Resilience Partnership engagement, health system coordination, incident response,
assurance, training, exercising and continuous improvement.

Introduction

The NHS needs to be able to plan for and respond to a wide range of incidents and
emergencies that could affect health or patient care. These could be anything from extreme
weather conditions to an infectious disease outbreak or a major transport accident or a
terrorist act. The purpose of this Policy is to outline the Coventry and Warwickshire and
Herefordshire and Worcestershire Integrated Care Boards’s (C&W and H&W ICBs)
statutory duties under the Civil Contingencies Act 2004 (CCA), the NHS Act 2006, the
Health and Care Act 2022 and the NHS Standard Contract.

This work is referred to in the health service as ‘Emergency Preparedness, Resilience and
Response’ (EPRR).

C&W ICB and H&W ICB operate under a clustered model and will align EPRR policy,
assurance, training, exercising and response arrangements where appropriate. Each ICB
continues to discharge statutory responsibilities across its relevant footprint, including the
local and regional resilience arrangements that apply to that geography

Statement of Intent

C&W and H&W ICBs will maintain effective Emergency Preparedness, Resilience and
Response arrangements across both ICB footprints. The clustered ICBs will work together
to meet their statutory duties as Category 1 responders under the Civil Contingencies Act
2004, while maintaining appropriate place-based links with Local Resilience Forums, Local
Health Resilience Partnerships, NHS England Midlands, local authorities, providers and
wider system partners.

Where policy, plan or response arrangements are shared across the cluster,
responsibilities, decision authority, reporting routes and handover arrangements must be
clearly recorded. Where an incident affects both ICB areas, or has cross-border
implications, the relevant Strategic and Tactical Commanders will agree the most
appropriate lead coordination arrangements, in discussion with NHS England Midlands
where required. Decisions must be recorded using the Joint Decision Model and
documented through the relevant incident log
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4.2

Emergency Preparedness, Resilience and Response Policy

Strategic Context, Legislation and Statutory Duties

ICBs are defined as category 1 responders under the Civil Contingencies Act (2004). This
means they are at the core of the response to most emergencies. Category 1 responders
are subject to the full set of civil protection duties as listed below.

Assess the risk of emergencies occurring and use this to inform contingency
planning

Put in place emergency plans
Put in place business continuity management arrangements

Put in place arrangements to make information available to the public about civil
protection matters and maintain arrangements to warn, inform and advise the
public in the event of an emergency

Share information with other local responders to enhance co-ordination

Co-operate with other local responders to enhance co-ordination and efficiency.

In addition to its duties under the Civil Contingency Act, the C&W ICB and H&W ICB
recognise their EPRR responsibilities as detailed within section 46 of the Health & Social
Care Act 2012 (H&SCA) and will, in partnership with their commissioned services, meet
this responsibility through:

Ensuring contracts with provider organisations contain relevant emergency
preparedness, resilience (including business continuity) and response elements.

Supporting NHS England in discharging its emergency preparedness, resilience
and response functions and duties locally

Have in place an EPRR annual work programme, informed by CCA requirements
and the NHSE EPRR Core standards.

Commit to regular participation in training and exercising both singularly and, in
cooperation with partner agencies.

Providing and offering support with local Category 1 responders, engage with
Category 1 responders during any declared incident/s and cooperate and share
information and plans for declared Major and Business continuity incidents with all
LRF and LHRP partners.

Fulfilling the responsibilities as a Category 1 Responder under the Civil
Contingencies Act 2004 including maintaining business continuity plans for their
own organisation

Maintain the ability to access any required additional funding/s in relation to any
incident.

Have in place a EPRR work programme

Through the clustered ICBs Accountable Emergency Officer (AEO) the clustered
ICBs will co-chair the Local Health Resilience Partnership in partnership with
Director of Public Health (DPH)

Seek assurance that provider organisations are delivering their EPRR obligation/s.
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Emergency Preparedness, Resilience and Response Policy

4.3 The ICBs EPRR programme will adhere to the underpinning principles of the NHS EPRR
Framework 2022:

e Preparedness and anticipation
e Continuity

e Subsidiarity

e Communication

e Cooperation and integration

e Direction.

44 The C&W ICB and H&W ICB will ensure its compliance with legislation, guidance, and
framework documents, including but not limited to:

o Civil Contingencies Act (2004)
o Emergency Preparedness — Statutory Guidance (CCA 2004)
o Emergency Response and Recovery — Non statutory guidance (CCA 2004)

e NHS Constitution for England — including the NHS Standard Contract Service
Conditions (SC30)

e NHS Act 2006

e NHS England EPRR Framework 2022 and associated guidance
e Health and Care Act 2022

e Health and Social Care Act 2012

e Corporate Manslaughter Act 2007

¢ Human Rights Act 1998

¢ Minimum Occupational Standards for NHS Emergency Preparedness, Resilience
and Response

e Health and Care Bill: Integrated Care Boards and local health and care systems
¢ National Risk Register 2020
¢ Guidance for NHS commissioners on Equality and Health Inequalities legal duties

4.5 The minimum requirements that commissioners and NHS-funded organisations must meet
are set out in the current NHS EPRR Core Standards. This is achieved through the
collaborative production of plans for incident response, business continuity and recover in
accordance with guidance. This document outlines the requirements for Emergency
Preparedness, Resilience and Response (EPRR) detailing the minimum requirements for
planning and responding to incidents across the NHS Coventry and Warwickshire and
Herefordshire and Worcestershire Integrated Care Systems.
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5.2

5.3

5.4

Emergency Preparedness, Resilience and Response Policy

Purpose

The aim of the Emergency Preparedness, Resilience and Response (EPRR) Policy is to
outline the organisation’s requirements and approach to complying with EPRR
responsibilities under the CCA, NHS EPRR Framework and other relevant legislation and
national guidance.

This policy sets out how C&W ICB and H&W ICB will comply with statutory and regulatory
EPRR requirements, including preparedness, response, recovery, assurance, training,
exercising, risk management, business continuity interfaces, communications, lessons
management and continuous improvement.

The policy aims to ensure the following objectives are met:

o Ensure effective arrangements are in place to deliver appropriate care to patients
affected by an emergency or incident

o Development and approval of an EPRR framework in line with the CCA (2004)

e EPRR arrangements are communicated and fully embedded in the organisation’s
culture

e EPRR arrangements and programme are governed and reviewed to ensure
compliance.

The CW ICB and HW UCB operates under strategic objectives designed to improve
healthcare outcomes, foster integration across services, and address health inequalities in
the region. The EPRR Policy has been aligned to addressing organisations strategic
objectives. For further details, you can explore the Coventry and Warwickshire and
Herefordshire and Worcestershire Integrated Care Systems’ strategy here

Roles and Responsibilities

Integrated Care Boards

Under the NHS EPRR Framework 2022 (section 5.1) — The ICBs’ role and responsibilities

are to:

o fulfil the relevant duties under the CCA 2004 and the requirements in respect of
emergencies within the NHS Act 2006 and the Health and Care Act 2022

e AEO to co-chair the LHRP and maintain the involvement and support of LHRP partners
at strategic and tactical level

e ensure appropriate director level representation at the LRF

e establish a mechanism to provide NHS strategic and tactical leadership and support
structures to effectively manage and coordinate the NHS response to, and recovery
from, incidents and emergencies, 24/7. This will include representing the NHS at
Strategic Coordinating Groups and Tactical Coordinating Groups

e support NHS England in discharging their EPRR functions and duties locally, including
supporting ICS tactical coordination during incidents (level 2—4 incidents)

e ensure robust escalation procedures are in place to respond to disruption to delivery
of patient services

e provide a route of escalation for resilience planning issues to the LHRP in respect of
commissioned provider EPRR preparedness

NHS Coventry and Warwickshire ICB
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e develop and maintain incident response arrangements in collaboration with all NHS-

funded organisations and partner organisations

e ensure that there is an effective process for the identification, recording,

implementation and sharing of lessons identified through response to incidents and
emergencies and participation in exercises and debrief events

e provide annual assurance against the NHS EPRR Core Standards, including by

monitoring each commissioned provider’'s compliance with their contractual obligations
in respect of EPRR and with applicable Core Standards

e ensure contracts with all commissioned providers (including independent and third

sector) contain relevant EPRR elements, including business continuity

Where the clustered ICBs or LRF covers more than one geographical location then
agreement will be made locally in respect of representation for planning and response.
Please refer to Section 6.2 Planning Structures.

C&W ICB and H&W ICB is responsible for ensuring appropriate leadership relating to the
work of EPRR, including responding to incidents which can occur at any time of day or
night. The clustered ICBs operates a three-tier command and control structure (Strategic
— Tactical — Operational). This is a hierarchy system whereby individuals are empowered
through their role within the structure and provides them with specific authority over others
for the duration of an incident. Further information on the command-and-control
arrangements can be found in the ICBs’ Command and Control Protocol.

ICBs’ Board

The Board is responsible for determining the governance arrangements, including
effective risk management processes. It is responsible for ensuring that the necessary
policies, procedures, and guidelines are in place to safeguard and reduce risk to the
clustered ICBs and ICS. In addition, the Board will require assurance on policies,
procedures and guidelines being implemented and monitored for effectiveness and
compliance. The Board are responsible with signing off the EPRR policies.

The Chief Executive Officer (CEO)

The Chief Executive Officer (CEQO) has overall accountability for ensuring the clustered
ICBs has EPRR arrangements in place to respond to and recover from incidents as
defined by the NHS framework. The implementation of this procedure is the responsibility
of the CEO which can be delegated usually to the AEO with oversight from the CEO. The
CEO is also responsible with ensuring that funding and resources are available to allow
the implementation and maintenance of the ICBs EPRR arrangements. The CEO will
ensure that an annual report is presented to the Board by the AEO.

The Accountable Emergency Officer (AEO)

Under the EPRR Framework a ICB must have a named Accountable Emergency Officer
(AEO) that is a board-level director (or equivalent). The role will be undertaken by the
Executive Director of Integration & Delivery. They will have executive authority and
responsibility for ensuring that the organisation complies with legal and policy
requirements. They will provide assurance to the board that strategies, systems, training,
policies, and procedures are in place to ensure their organisation responds appropriately
in the event of an incident.

AEOs will be aware of their legal duties to ensure preparedness to respond to an incident
within their health community to maintain the public’s protection and maximise the NHS
response.
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In the event of a major incident in hours, the CEO or the AEO will be responsible for
activating the proportional response arrangements. Out of hours, this will be the
responsibility of the Strategic Commander.

Deputy AEO Role:

In the absence of the AEQO, a designated Deputy AEO will assume responsibility for these
duties, ensuring continuity in compliance, planning, assurance and incident response. The
Deputy AEO will have sufficient delegated authority to act on behalf of the AEO where
required and will support the organisation to maintain effective senior leadership,
governance, escalation and oversight of EPRR arrangements.

This role supports resilience in senior leadership and ensures the clustered ICBs can
continue to meet statutory and NHS EPRR requirements during periods of absence,
sustained incidents or periods of significant organisational pressure.

Additionally, the AEO (or Deputy AEO) is responsible for:

e Ensuring that the organisation is compliant with the Emergency Preparedness
Resilience & Response requirements as set out in the NHS England EPRR
Framework, the Civil Contingencies Act (2004) and all legislation and guidance
referenced in this policy

e Ensuring that the organisation is properly prepared, staffed and resourced for
responding to and recovering from incidents as defined by the NHS Framework

e Ensuring the organisation and any providers and sub-contractors in commissions
have robust Business Continuity planning arrangements in place which reflect
applicable standards

e Ensuring that the organisation complies with any requirements of the NHS England,
or agents thereof, in respect of the monitoring of compliance or assurance for EPRR

e Ensuring that learning from major incidents, public inquiries, national reports,
exercises and assurance processes is considered through the EPRR Change
Management Tracker and, where relevant, incorporated into policies, plans, training,
exercising and governance arrangements.

e Ensuring the clustered ICBs completes and submits its annual EPRR self-
assessment in line with the NHSE Core standards annual process

o Ensuring that NHS providers complete and submits their annual self-assessment in
line with the NHSE Core standards process.

e Providing the NHS England, or agents thereof, with such information as it may require
for the purpose of discharging its functions during a declared Major Incident

o Ensuring the clustered ICBs maintains and discharges its duties as a designated Cat
1 responder as laid down in the Civil Contingencies Act (2004)

e Ensuring that the organisation is appropriately represented at multi agency Local
Resilience Forum (LRF) meetings such as Tactical Command Group (TCG) -
Strategic Command Group (SCG)

e Co-Chairs the Local Health Resilience Partnership (LHRP) meetings as per LHRP
terms of Reference

e Provides assurance on EPRR arrangements in the form of reports to the Board, which
at a minimum must include an overview of:

o training and exercises undertaken by the organisation

o summary of any business continuity, critical incidents and major incidents
experienced by the organisation

o lessons identified and learning undertaken from incidents and exercises
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o the organisation's compliance position in relation to the latest NHS England
EPRR assurance process.

Strategic & Tactical Commanders (On-Call):

Strategic and Tactical Commanders are responsible for providing proportionate leadership
during incidents, emergencies, significant system disruption and business continuity
events affecting either ICB footprint or both ICB footprints under the clustered
arrangements.

Commander responsibilities include declaring, escalating, de-escalating and standing
down incidents in line with the Incident Response Plan and On-Call Policy, using JESIP
principles and the Joint Decision Model to support structured and defensible decision-
making, ensuring NHS England Midlands is notified in line with agreed escalation
requirements, agreeing SCC or ICC activation, ensuring handover arrangements,
maintaining decision logs, ensuring appropriate attendance at SCG, TCG, NHS England
calls and system IMTs, considering communications, equality, health inequalities,
safeguarding and staff welfare, and leading or contributing to debriefs.

ICB EPRR Team

The Head of EPRR is responsible for all aspects of operational implementation of the
EPRR Policy and compliance with relevant EPRR documents. The Head of EPRR will
progress the EPRR Work Programme and will manage and the activity of the EPRR team;
reporting to the AEO any impacts that affect the organisations’ ability to plan for, respond
to and recover from incidents.

The EPRR Team supports both C&W ICB and H&W ICB with EPRR assurance, plans,
training, exercising, lessons, risk management, incident coordination, NHS England
reporting and the maintenance of relevant evidence portfolios. The team will support
alignment across the cluster while recognising place-based requirements for local
resilience structures, provider relationships and incident response arrangements.

Specific responsibilities include:

e Ensuring that the C&W and H&W ICBs jointly plans with NHS funded care
organisations, Local Authorities, and other category 1&2 responders as required.

e Developing and continuously maintaining the EPRR arrangements.

e Ensuring that C&W ICB and H&W ICB relevant staff are appropriately trained and
have the necessary skills to carry out their role

e Providing regular updates and annual reports to the Accountable Emergency Officer
and C&W ICB and H&W ICB board/governing body.

¢ Overseeing the audit and fit for purpose requirements for both emergency planning
and business continuity

¢ Attend and participate in the Local Health Resilience Partnership (LHRP), and Health
Emergency Preparedness Officers Group (HEPOG)

e Opversight of the C&W ICB and H&W ICB EPRR & Estates team who support the
EPRR function

e Build and maintain a working relationship with local LRF and partners

e Maintaining and monitoring the EPRR Change Management Tracker, including
lessons identified, consultation feedback, assurance actions, guidance updates and
recommended changes to EPRR policies, plans and processes.

¢ Maintain Business Continuity Management System to ensure the continuation of
provision of services in line with 1ISO22301
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Executive Directors / ICB Directorate Leads

Executive Directors and ICB Directorate Leads carry accountability before the AEO for
their respective department/ directorate and are responsible for:

e Ensuring that the services they provide are compliant with the Business Continuity
Management System engaged by the clustered ICBs

e Ensuring their respective services emergency response and business continuity
plans are complete, fit for purpose and tested annually

o Ensuring adequate resources from within their service are made available to ensure
emergency response and business continuity plans are developed and maintained

o EPRR messages are cascaded to appropriate staff within the department and staff
are aware of their role during an incident

e Ensuring that staff under their directorate attend exercises and are adequately trained
in their EPRR roles

Chief Finance Officer

The Chief Finance Officer in cooperation with the CEO will ensure that sufficient funds are
allocated to ensure that the ICBs’ EPRR functions can be carried out in line with statutory
requirements.

The Data Security and Protection Toolkit (DSPT)

The clustered ICBs commissions its Information Governance (IG) and Data Protection
Officer (DPO) support services from Arden and GEM CSU. The team contributes to
maintaining robust information governance and cyber resilience through the effective
implementation of the Data Security and Protection Toolkit (DSPT). This ensures that the
ICB's digital infrastructure and data handling processes remain secure and resilient in the
face of emergency situations.

Other roles

All staff that have responsibility for ensuring Emergency Preparedness, Resilience and
Response requirements are embedded within the C&W ICB and H&W ICB are described
within the associated EPRR documents.

6.12.1 All Staff

All staff have a responsibility to be aware of the ICBs’ EPRR arrangements, including how
to access the Incident Response Plan, Business Continuity arrangements, relevant action
cards and escalation routes. Staff must read and act on EPRR information issued by the
EPRR Team, participate in communication cascades or exercises when requested, and
escalate any incident, disruption, risk or concern through their line manager, directorate
route or the agreed EPRR escalation process.

6.12.2 Communications Team

The Communications Team will support warning and informing arrangements before,
during and after incidents. This includes internal staff communications, public and patient
messaging, media handling, social media, stakeholder communications and alignment
with NHS England, provider and multi-agency communications routes. Communications
products should consider equality, accessibility, health inequalities, safeguarding and the
needs of vulnerable groups.

6.12.3 Contracting and Commissioning Teams

Contracting and commissioning teams must ensure that relevant EPRR and business
continuity requirements are included in contracts with commissioned providers, including
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independent and third sector providers where applicable. Supplier and provider assurance
should confirm that appropriate business continuity arrangements are in place,
proportionate to the service commissioned and the level of risk. Any concerns about
provider or supplier resilience should be escalated through the relevant contract
management route, with EPRR advice sought where required.

7 C&WICB and H&W ICB EPRR Framework

71 EPRR Approach

In addition to the EPRR guidance, NHS organisations use the Integrated Emergency
Management (IEM) cycle to anticipate, assess, prevent, prepare, respond, and recover from
disruptive challenges.

Anticipation

Recovery
management

Integrated
Emergency

Management
(IEM)

Response Prevention

Preparation

Figure 1 - Integrated Emergency Management (Cabinet Office - Revision of Emergency Preparedness)

The C&W ICB and H&W ICB will discharge its EPRR functions by applying the Integrated
Emergency Planning principles as described under the CCA (2004).

IEM is based on following a life cycle of planning, testing, review to drive continual improvements
in our emergency preparedness.

Anticipate through horizon scanning, gain an awareness of the hazards that could affect service
delivery.

Assess the likely impact of hazards on critical services and identify measures to prevent or
mitigate the hazards.

Prepare by developing business continuity plans, hazard specific incident response plans and
supporting planning arrangement to ensure a respond to disruptions to business continuity.
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Respond by adopting tried and tested Major Incident Plan to ensure an effective response to a
major incident or disruption to business continuity.

Recover to be able to manage the longer-term consequences of a disruption to business
continuity or major incident and to be able to recover normal levels of service delivery as quickly
as possible.

7.2 Planning structures

From a national perspective, Figure 2 shows the EPRR planning and reporting structures and the
interactions with key partner organisations.

Ministry of Housing Communities

Deparment of Health & i National Security Council
Sodal Care L—| Threats, Hazards, Resilience & ——— & Local Government
| ISHSCF Contingencies (NSC THRC) (MHCLG)
Strategic Emergency
Praparednes Eloard ;SEFBJ | ]
P [ Other
UKHSA NHS England Health
(National ) {Mational} | ALBs MHCLG
UKHSA NHS England | Owsighes somipic ot ioodontip
(Region) (Region) ] |
Integrated Care Boards | Local Health EPRR Leadership [ Local Autherities
{ ‘—I—‘
(ce) ICE Accountable Director of
Emerg; ] . Publie p———m>——4
Officer Health
T
|
SR— - - Local Health
UKHSA | Resilience
(Local Health f——

Partnership

Protection Teams) | (LHRP)

g | NS lunded ogunisrions 3 | Otherresiience panners |

Figure 2 - EPRR Planning Structures for the NHS in England

At regional level, figure 3 shows the regional EPRR planning structures and reporting structures

within the NHS Midlands region.

Midlands Health
Resilience Partnership
Board (MHRPB)

Local Resilience Forum Local Health Resilience
(LRF) Partnership (LHRP) Emergency Preparedness
Integrated Care Board
Leads Meeting
(EPICBLM)

Health Emergency
Preparedness Officers
Group (HEPOG)

Health Risk
Management Group

Risk Assessment
groups

Task and finish groups

Figure 3 - Midlands Region EPRR Planning Structures
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The C&W ICB and H&W ICB are represented at:

. Midlands Health Resilience Partnership Board (MHRPB)

. Emergency Preparedness Integrated Care Board Leads Meeting (EPICBLM)
. Local Health Resilience Partnership (LHRP) and subgroups as per Figure 3
. Local Resilience Forum (LRF)

Under the clustered operating model, C&W ICB and H&W ICB will work together to share
learning, align planning approaches where appropriate and support each other during incidents
where cross-border or cluster-wide impacts are identified. C&W and H&W ICBs will maintain
established links with the relevant Local Resilience Forums, Local Health Resilience
Partnerships, NHS England Midlands EPRR structures, provider EPRR leads and system
partners. Any shared cluster arrangements must clearly describe the lead organisation, decision
authority, reporting route and governance process.

7.3 Annual Work Programme

The C&W ICB and H&W ICB EPRR work TN S SN
programme is structured around the Cycle of

Emergency Planning (Figure 4) as described st it W 0 5.essddesarines
by the Cabinet Office (2017) and aligns to the e J

afore mentioned legislation and statutory Giigrws s fiomiie 1. Toks direction from
requirements for NHS Funded Organisations. e ssessment
The Emergency Planning Cycle represents a el o o e SONGIRD

systematic and ongoing process, preparing andresponsioites \
organisations, such as Integrated Care Boards

for the response to, and recovery from Figure 4 Emergency Planning Cycle

emergencies.

2. Set objectives

e current guidance and good practice

The Emergency Planning Team is responsible o lessons identified from incidents and
with the maintenance and progression of the exercises
annual work programme and is informed by: e identified risks

e outcomes of any assurance and audit
processes

The clustered ICBs will follow an all-hazards approach in preparation though the development
and maintenance of an Incident Response Plan which will provide a framework for response to
incidents within the Integrated Care System’s footprint and/or the wider NHS geography. Incidents
and events affecting the delivery of ICB services and function will be managed under the C&W
ICB and H&W ICB Business Continuity Plan as per the ICBs Business Continuity Management
System (ICB BCMS).

The EPRR work programme will also be informed by the EPRR Change Management Tracker.
This tracker will provide a single record of suggested amendments to EPRR policies, plans,
procedures, action cards and supporting processes. Changes may be identified through national
or regional guidance, NHS England assurance feedback, incidents, exercises, debriefs, audits,
lessons identified, partner feedback, Local Health Resilience Partnership activity, Local
Resilience Forum activity, staff feedback or general observations.
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Each entry will record the date identified, source of change, reason for change, document or
process affected, suggested amendment, owner, progress, decision, implementation date and
evidence of completion. This will ensure that identified learning and required changes are not lost
between formal review cycles.

CO-OPERATION

>~

INFORMATION
SHARING

A=
INSIGHT

| fromthe EPC

BUSINESS
CONTINUITY

ADVICE TO
S
ities

BUSIMNESS
CONTINUITY
MANAGEMENT

EMERGENCY
PLANNING

ASSESSING
THE RISK OF
EMERGENCIES

Cat.2 Responders

Figure 5 CCA (2004) Statutory Duties (Cabinet Office Revision of Emergency Preparedness)

Figure 5 represents the “Consult” phase of the Emergency Planning cycle and shows the model
of operation where risk assessment sets the foundations of the Emergency Planning and
Business Continuity Management functions of the clustered ICBs and refers to the relevant
sections of this policy and within the clustered ICBs EPRR Framework.

7.4

Risk assessment and risk management process

7.4.1 Risk Assessment

National Risk Register and Local Community Risk Register assesses the risk of events
occurring within the geographical area of the ICB, or within ICB real estate and inform the
ICBs’ contingency planning.

Risk assessment across the clustered ICBs will take account of the National Risk Register,
relevant Community Risk Registers, Local Resilience Forum risk groups, LHRP risks,
corporate risk registers, provider risks and emerging local or regional issues. Risks that
have a potential impact across both ICB footprints should be reviewed through the
appropriate cluster governance route and escalated through the relevant ICB risk process
where required.

The ICBs’ internal corporate risk management process includes identifying risk to
provision of ICB services and is monitored on a quarterly basis as per the clustered ICBs
Risk Policy.

7.4.2  Risk management process

The clustered ICBs undertakes risk assessments within the LHRP and the Health Risk
Management group structure, informed by the Local Resilience Forums’ resilience
partners in West Mercia LRF, West Midlands Conurbation LRF and Warwickshire LRF.

15
NHS Coventry and Warwickshire ICB
NHS Herefordshire and Worcestershire ICB



Emergency Preparedness, Resilience and Response Policy

The ICBs’ risk team, including service risk leads, identify any risk to service delivery and

regularly review any risks entered into the clustered ICBs Corporate and Directorate Risk
Registers

Any risk identified is allocated a risk level. This is the likelihood of a risk occurring (on a
scale of 1 -5) plotted against its impact (also on a scale of 1 — 5) to give a score out of 25.
All risks scoring 12+ will be reported to the Executive Team and relevant committees. All
risks scoring 15+ will be reported to the Board and escalated to the regional Midlands
Health Resilience Partnership Board (MHRPB), and LHRP as appropriate via the
appropriate command chain.

The process whereby the Directorates assess, record, and implement action plans to
mitigate risk is detailed in the clustered ICBs Risk Policy.

7.4.3  Climate Adaptation Planning

The ICBs recognise that climate change may increase the frequency, severity and
complexity of incidents affecting health and care services, including heatwaves, flooding,
severe weather, infrastructure disruption and impacts on vulnerable populations. EPRR
arrangements, adverse weather planning, business continuity planning and risk
assessment processes should consider climate adaptation and reasonable worst-case
scenarios. The ICBs will work with system partners, Local Resilience Forums, Greener
NHS leads and relevant climate adaptation groups to ensure learning from incidents and
exercises informs future planning.

7.5 Emergency Planning

7.5.1 NHS Incident Classification
The EPRR Framework defines the three types of incidents within the NHS as:

A business continuity incident is an event or occurrence that disrupts, or might
disrupt, an organisation’s normal service delivery, below acceptable predefined levels,
where special arrangements are required to be implemented until services can return
to an acceptable level. (This could be a surge in demand requiring resources to be
temporarily redeployed).

Business
Continuity
Incident

A critical incident is any localised incident where the level of disruption results in the
organisation temporarily or permanently losing its ability to deliver critical services,
patients may have been harmed or the environment is not safe requiring special
measures and support from other agencies, to restore normal operating functions.

Critical
Incident

The Cabinet Office, and the Joint Emergency Services Interoperability Principles
(JESIP), define a Major Incident as an event or situation with a range of serious
consequences that require special arrangements to be implemented by one or more
emergency responder agency. (NHS EPRR

Framework, 2022)

In the NHS this will cover any occurrence that presents serious threat to the health of

the community or causes such numbers or types of casualties, as to require special
arrangements to be implemented.
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The ICB Incident Response Plan, Business Continuity Plan and associated guidance and
actions card ensure that the ICB can implement an effective response to any reasonably
predictable incident.
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7.5.2 Incident Response
Cross-border and Cluster Incidents

Some incidents may affect more than one ICB footprint or may have impacts across
Coventry and Warwickshire and Herefordshire and Worcestershire. In these
circumstances, the relevant Strategic and Tactical Commanders should establish early
contact to agree lead coordination arrangements, information flows, reporting routes and
any requirement for mutual aid or shared support. The lead ICB will usually be the ICB
where the incident originates or where the greatest impact is being experienced, unless
otherwise agreed with NHS England Midlands or through multi-agency command
arrangements. The rationale for the agreed lead arrangement must be recorded in the
incident log.

Incident Response Plan & Multi-agency plans

The ICBs’ Incident Response Plan (IRP) has been developed and is maintained and
updated in line with current legislation, guidance, and best practice to ensure the
organisation has effective arrangements in place to define and respond to Critical and
Major incidents as defined within the EPRR Framework.

The IRP is to be used alongside the Command and Control protocol and relevant ICB
Action Cards.

At a minimum, the Incident Response Plan and Action Cards will provide a response
framework and guidance to address any hazard classed as:

e Adverse Weather e Cyber Incident
e Countermeasures ¢ Infectious diseases and new
e Mass Casualty and emerging pandemics

Evacuation and shelter

Multi-agency plans will be developed through the LRF, LHRP and HEPOG groups. The
clustered ICBs will work in partnership with the LHRP to ensure its actions and
responsibilities are clearly detailed and trained.

Incident declaration

Any incident will impact on service delivery within the NHS, which may undermine public
confidence and require contingency plans to be implemented. When making the decision
to declare an incident the person making the decision should be clear on what the
declaration of an incident will achieve. NHS organisations and NHS-funded organisations
should be confident in judging the severity of an incident and determining if declaration is
warranted.

Major Incident Declaration

The decision to declare a Major Incident will always be made in a specific local and
operational context. There are no precise, universal thresholds or triggers. Where Local
Resilience Forums (LRFs) and responders have explored these criteria in the local context
and ahead of time, decision makers will be better informed and more confident in making
that judgement.

NHS Incident response levels

Incident response levels describe at which level coordination takes place. These levels
are being used by all organisations across the NHS when referring to incidents. They are
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specific to the NHS in England and are not interchangeable with other organisations’
incident response levels.

Incident Levels

Level

Level

o | within an ICS and NHS coordination by the ICB in liaison with the relevant NHS

® | NHS England to coordinate the NHS response in collaboration with the ICB.

An incident that can be responded to and managed by an NHS-funded
organisation within its respective business as usual capabilities and business
continuity plans

An incident that requires the response of a number of NHS-funded organisations

England region.
An incident that requires a number of NHS-funded organisations within an NHS
England region to respond.

Support may be provided by the NHS England Incident Management Team
National).

An incident that requires NHS England national command and control to lead the
NHS response. NHS England Incident Management Team (National) to

coordinate the NHS response at the strategic level.

NHS England (Region) to coordinate the NHS response, in collaboration with the
ICB, at the tactical level.

N.B. The clustered ICBs can only declare incident levels 1-2. Please refer to the Incident
Response Plan for further details.

The level of the response may need to be escalated or de-escalated. The process for this
needs to be agreed in conjunction with health strategic commanders so it can be
coordinated across all organisations. Please refer to Appendix A for the criteria and
triggers for escalation.

7.5.3 System Coordination Centre (SCC) and Incident Coordination Centre (ICC)

The EPRR Team is responsible for ensuring the organisation has suitable areas, facilities,
and equipment for managing incidents, including any appropriate hardware and software
necessary to manage those. The Incident Control Centres will be maintained by the
Emergency Planning Team, including the Incident Control Centre Plan.

The SCC or ICC may be scaled to meet the level, duration and complexity of the incident.
This may include extended hours, additional staffing, use of virtual arrangements, use of
trained loggists, specialist subject matter input and formal rota arrangements. Any
decision to expand SCC or ICC arrangements should be agreed by the Strategic
Commander or nominated Tactical Commander and recorded in the incident log.

Appropriate ICCs are maintained by the EPRR Team, who also deliver appropriate training
for Strategic and Tactical Commanders and ensure Incident Control Centre are available
during any incident response, with appropriate communication systems.

For further details on the ICC arrangements please refer to the System Coordination
Centre and Incident Coordination Centre SOP.
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7.5.4 Decision Logging

For accurate record keeping and auditing purposes, all staff members that fulfil an incident
response associated role are trained in the principles of Defensible Decision Making.

Where a loggist is used, the decision-maker must be clear whether the loggist is recording
on behalf of the Strategic Commander, Tactical Commander, Incident Management Team
or a specific meeting. The log must record key decisions, rationale, options considered,
actions, owners and timescales. Logs should be signed on and signed off by the relevant
decision-maker and retained in line with ICB records management arrangements.

C&W ICB and H&W ICB has access to a pool of trained loggists to support to the decision
maker in the accurate recording of decisions during the response to an incident. Further
details on the use of loggists are documented in the Command and Control Protocol.

755 Mutual Aid

During incident response an organisation’s capacity and / or capability to provide safe and
effective patient care may be exceeded. Once internal business continuity arrangements
have been exhausted, it may be necessary to seek support from other organisations in a
formal, documented way. This formalised support is referred to as ‘mutual aid.’

Please refer to the Regional Mutual Aid and guidance outlining the response to a
significant health related incident or emergency, as well as the associated C&W and H&W
ICSs Memorandum of Understanding and associated local agreements. The Mutual Aid
Agreement and relevant associated processes and documentation are also referenced in
the ICBs’ Incident Response Plan and Business Continuity Plan.

7.5.6  On-call Arrangements

The organisation has a mechanism in place to ensure out of normal operating hours
executive cover for the receipt and action of incident notifications from staff and external
partners. This ensures that the clustered ICBs has a 24/7 provision for executive decision
makers that can act on behalf of the ICB. A daily Strategic and Tactical rota is maintained
by the EPRR team. The on-call function is also supported 24/7 by the NHS Midlands and
Lancashire Commissioning Support Unit.

The On-call Policy describes the mechanism, training requirements and roles and
responsibilities of the On-call Commanders.

7.6 Business Continuity

The clustered ICBs has a Business Continuity Management System in place to ensure all critical
services produce, maintain, and validate business continuity plans aligned to I1ISO 22301.
Templates developed by the EPRR Team are used to develop plans to ensure the continuation
of provision of services and functions of the clustered ICBs to pre-defined levels of service during
any reasonably predictable interruptions or incidents.

Business continuity is managed through separate Business Continuity Policy and Business
Continuity Management System arrangements. This EPRR Policy should not be used as the full
business continuity policy. It provides the interface between EPRR, incident response, directorate
business continuity arrangements, commissioned provider assurance and statutory Category 1
responder duties.

Key Suppliers and Contractual Arrangements are covered under the ICBs’ BCMS arrangements.

19
NHS Coventry and Warwickshire ICB
NHS Herefordshire and Worcestershire ICB



Emergency Preparedness, Resilience and Response Policy

7.7 Co-operation and Information Sharing

Senior members of the clustered ICBs and the EPRR Team represent the clustered ICBs at the
two Local Resilience Forums (West Midlands Conurbation and Warwickshire) and work closely
during LRF exercising events with multi-agency partners and input into local level plans
(Pandemic Flu, Heatwave/ Cold Weather etc).

The NHS in England will also have in place strategic forums for joint planning for health incidents:
these are known as local health resilience partnerships (LHRP). These partnerships will support
the health sector’s contribution to multi-agency planning through the LRF. The ICBs’ AEO also
Co-Chairs the NHS LHRP meetings alongside the Director of Public Health to support
preparations for emergencies, as shown in Figure 3 - Midlands Region EPRR Planning
Structures.

Internal co-operation and information sharing between the EPRR Team, and the clustered ICBs
services is facilitated via the EPRR Working Group and Audit Committee. The sharing of
information with partner agencies and organisations ahead of, during and after incidents is
documented within the clustered ICBs Information Governance Guidance in line with Freedom of
Information Act 2000, General Data Protection Regulation 2016, Caldicott Principles,
Safeguarding requirements, and the Civil Contingencies Act 2004.

7.7.1  Warning and Informing Staff and the Public

The C&W and H&W ICBs maintain arrangements to make information available to the
public on emergency preparedness matters and to warn, report and advise the public in
the event of an incident. The clustered ICBs Communications Team informs the public
during incidents via the clustered ICBs Internet page and can deliver communications by
a variety of routes for specific events if necessary. These arrangements are detailed in the
Incident Communication Plan maintained by the ICBs’ Communications Team.

Warning and informing arrangements must include internal staff communication, partner
communications, media, social media, public and patient messaging and accessible
formats. During an incident, communications activity will be directed by the Strategic
Commander or relevant incident lead, with advice from the Communications Team and in
alignment with NHS England, provider and multi-agency communication routes where
appropriate.

7.8 Embedded Emergency Planning

7.8.1  Training

The training of staff who have a response role for incidents is of fundamental importance.
NHS organisations are familiar with responding to routine everyday challenges by
following usual business practices. Notwithstanding COVID-19, very few staff members
will respond to incidents on a frequent basis. If staff are to respond to an incident in a safe
and effective manner, they require the knowledge and skills to do so in line with their
assigned role.

Training requirements will be informed by a Training Needs Analysis and mapped to
relevant National Occupational Standards and NHS EPRR Minimum Occupational
Standards. Role-specific training may include Strategic Commander training, Tactical
Commander training, loggist training, SCC or ICC training, incident response training,
business continuity awareness and staff EPRR awareness. Compliance with required
training will be monitored through the EPRR governance structure and escalated where
attendance or competence gaps are identified.
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The EPRR Team will produce an ongoing program of work covering training and
exercising of those involved in any incident response to ensure compliance and
competence. The driver for this program should be the Training Needs Analysis and
informed by the current Risk Register the recommendations from previous incidents and
emergencies. Role specific training programmes will be developed and delivered in line
with the National Occupational Standards.

Once published it will be the duty of those involved in incident response to ensure that
they have attended the appropriate sessions relevant to their role. The AEO will provide
the board with regular updates on staff training compliance and attendance numbers.

Training records

The EPRR team will maintain and review the ICBs’ training records. The overarching
document will reflect all staff members’ attendance and compliance with training
requirements and ensure that their training portfolios align, at least, in line with the
Minimum Occupational Standards. As part of the maintenance schedule, the EPRR Team
will review the suitability of training and ensure that it meets the needs of those being
trained. Training will be evaluated by each participant though a reflection session and
feedback form.

EPRR Role Specific Training

To ensure staff are familiar with EPRR plans and their roles and responsibilities within
those plans in the event of an incident and the need to activate the plans, the EPRR Team
and other appropriately trained staff run specific training including, but not limited to on-
call commander training, incident response training, business continuity awareness
sessions and loggist training.

Strategic Commander Training

NHSE Midlands provide strategic level training in line with the National Occupational
Standards. This training package is called Principles of Health Command. The EPRR
Team will ensure that all ICB strategic commanders will have attended the Principles of
Health Command training and refresher sessions as required. Additionally, Strategic
commanders will be attended internal training and training provided by partners, such as
the LRF SCG training.

EPRR Awareness Training for All Staff

EPRR Awareness training is delivered by the EPRR Team during staff induction which is
given to all starters. The session raises awareness of the different types of incidents in
line with the NHS Incident Classification and provides staff with basic knowledge of
escalation routes and the material available to them.

7.8.2  Exercising

Plans developed to allow organisations to respond efficiently and effectively must be
tested regularly using a variety of processes, such as table-top and live play exercises.
Roles within the plan, not individuals, are exercised to ensure they are fit for purpose and
encapsulate all necessary functions and actions to be carried out in an incident.

Exercises may be delivered at ICB, cluster, system, LHRP, LRF or regional level.
Exercises should test shared cluster arrangements and place-based arrangements,
including command, control, communications, SCC and ICC arrangements, business
continuity interfaces, mutual aid and recovery.

21
NHS Coventry and Warwickshire ICB
NHS Herefordshire and Worcestershire ICB



Emergency Preparedness, Resilience and Response Policy

Exercising Frequency

Learning from exercises is central to developing a method that supports personal and
organisational goals and must be part of an annual plan validation and maintenance
programme.

Each NHS-funded organisation is required to undertake the following:

Exercise Type Minimum frequency

SCC/ ICC equipment test Every 3 months

Communications systems exercise Every 6 months

Table-top exercise Every 12 months
Live play exercise Every 3 years
Command post exercise Every 3 years

7.9 Continuous Improvement

Each exercise, incident, debrief, assurance review, audit, consultation response and item of new
guidance should be treated as an opportunity to review, learn from and improve EPRR
arrangements.

The EPRR Team will maintain an EPRR Change Management Tracker to support continuous
improvement across the clustered ICBs. The tracker will act as a single record for suggested
changes to EPRR policies, plans, procedures, action cards, supporting templates and processes.
It will capture changes identified from:

e national or regional guidance

e NHS England EPRR assurance feedback

¢ incidents, critical incidents and major incidents

e exercises and debriefs

e Local Health Resilience Partnership and Local Resilience Forum activity
e partner consultation and stakeholder feedback

e audits and assurance reviews

e lessons identified from local, regional or national incidents

o staff feedback, operational learning and general observations.

The tracker will include the date the change was identified, the source of the change, the reason
for the change, the affected document or process, the proposed amendment, owner, priority,
status, governance route, implementation date and evidence of completion.

Suggested changes will be reviewed by the EPRR Team and escalated through the relevant
EPRR governance route where required. Changes may be implemented as part of the scheduled
review cycle, or earlier where the change is urgent, relates to statutory compliance, affects
incident response arrangements or is required following national guidance, serious incident
learning, exercise findings or assurance feedback.

The tracker will be reviewed regularly by the EPRR Team and used to inform the annual EPRR
work programme, policy review cycle, plan maintenance schedule, training and exercising
programme and annual EPRR Core Standards assurance submission. This will ensure learning
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is captured, assessed, actioned and not overlooked when policies, plans and processes are
reviewed.

7.9.1 Post Incident or Exercise Actions

Following each incident or exercise irrespective the size and scope of the event the areas
affected should:

Hot Debrief

Carry out a Hot Debrief of those staff members involved to seek opportunities for learning
from the event. This should be done by the Managers/Service Leaders of the staff involved
before the staff finish their shifts. The notes of these sessions should be retained; recorded
and passed through the relevant management chain to ensure the knowledge gained is
incorporated into the improvement processes.

Cold Debrief

Carry out a Cold Debrief of those staff members involved together with the interfacing
teams including Partner Agencies where relevant. Cold Debriefs should take place within
28 days of the event. Debriefs should be in the form a structured session facilitated by the
relevant level of management. The observations of these sessions should be recorded
and passed to the relevant working groups and distributed as necessary to ensure the
maximisation of learning.

Debrief Report

In those cases where the observations from the debriefs indicate a weakness of the
Incident or Business Continuity Planning Response the EPRR Team shall ensure they are
recorded in a formal report together with the recommendations for improvements and
ensure that they have been carried out in compliance with the report’'s recommendations.
The report should cover the performance of the People, Processes and Resources used.
Including any identified deficiencies in the relevant training programs.

All incident and debrief reports (including those of other organisations shared by NHS
funded organisations) are to be filed by the Emergency Planning Team in the Incidents
and Events repository, or Exercises repository, where relevant. The reports are to be
shared with the clustered ICBs Executive Team and actions are to be recorded and
tracked on the EPRR Lessons Register. Lessons identified are to be shared with the
region, and system via the usual escalation routes through the LHRP, the wider NHS and
with partner organisations in line with the ICBs Data Protection and Confidentiality Policy
and associated Data Sharing Protocol.

EPRR Lessons Register

All incident and debrief reports will capture learning and recommendations. These will be
recorded in a register held by the EPRR Team who will also monitor their implementation
with the support of the AEO. The register will be published internally via the EPRR Working
Group and will be shared with the clustered ICBs Executive Team and the Audit
Committee.

8 Resource Commitment

C&W ICB and H&W ICB will ensure proportionate resources are available to support statutory
EPRR duties, incident response, training, exercising and assurance across the clustered model.
Resource requirements should reflect the scale and complexity of the two ICB footprints, the need
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for place-based resilience engagement and the requirement to maintain effective 24/7 response
arrangements.

The Chief Executive is responsible for ensuring that funding and resources are available to allow
the implementation and maintenance of the Organisation’s EPRR arrangements. They will be
assured on an annual basis by the Accountable Emergency Officer that the finance and
equipment for EPRR is available and appropriate to meet the Organisations statutory
responsibilities.

8.1 Access to funds in emergencies
The budget for EPRR is made available from the department’s budget and is provided for:

. EPRR training

. EPRR exercising

. EPRR management & administration equipment

. EPRR incident management centres upkeep and maintenance.

Separate additional funding is available for spending necessary to support the organisation’s
response to an incident. A process is in place for strategic commanders to access funding in any
response. The process is documented in the ICBs Scheme of Delegation.

9 Communications, Monitoring and Review

This section describes how the policy will be communicated, implemented, monitored and
reviewed in line with the corporate policy template and Governance Policy Checklist. The policy
will be published through the relevant ICB document routes following approval. The EPRR Team
will support dissemination through EPRR governance meetings, commander training, staff
awareness routes and relevant system partner forums.

9.1 Assurance

The minimum requirements that NHS-funded organisations must meet are set out in the Core
Standards. These standards are in accordance with the CCA 2004, the 2005 Regulations the
NHS Act 2006, the Health and Care Act 2022 and the Cabinet Office national resilience standards.

Both ICBs will complete annual EPRR Core Standards assurance and provider assurance as
required by NHS England. The EPRR work programme, Core Standards action plan, risks,
training, exercising, incidents, debriefs, lessons and consultation actions will be monitored
through the relevant EPRR governance structure and escalated to the relevant Board or
delegated committee where required.

The clustered ICBs will provide evidence of their compliance to their board, at a public board
meeting, and by the clustered ICBs board issuing a Statement of EPRR Conformity to their
commissioners as part of the Annual Board Report. An annual statement of EPRR preparedness
activity will be published in the organisation's annual report (public accounts) document. This is
the responsibility of the AEO as described in section 5 Roles and Responsibilities. This process
will take place annually following the completion and receipt of confirmation of the final agreed
position against the core standards provided by the NHSE Midlands team.

9.2 Planning Standards

This policy has been written in line with the NHS Coventry and Warwickshire ICB and NHS
Herefordshire and Worcestershire ICB - Policy Guidance. Please see Section 16 References and
Supporting Documentation.
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All EPRR Plans and Policies are to be monitored, updated, and reviewed in line with the statutory
requirements and as presented in Section 8.8.1 Monitoring Table, and are shared with relevant
stakeholders (e.g. NHSE Midlands, and C&W and H&W ICSs Partners as a minimum) for
comments. Details of each consultation process undertaken, including those who have been
consulted, and comments received are available within the C&W ICB and H&W ICB Consultation
Tacker which can be obtained upon request from the EPRR Team.

All EPRR policies, plans and supporting procedures will be reviewed in line with the agreed review
cycle and earlier where required. Early review may be triggered by new or updated national
guidance, NHS England instruction, changes to legislation, EPRR Core Standards feedback,
incident learning, exercise learning, audit findings, organisational change, changes to LHRP or
LRF arrangements, or recommendations recorded within the EPRR Change Management
Tracker.

The EPRR Change Management Tracker will be used as the central record to support policy and
plan review. It will ensure that suggested amendments, learning and required updates are
considered when documents are reviewed and that decisions to amend, defer or reject changes
are recorded.

9.3  Schedule of Distribution and Publication

The EPRR Policy will be published on the Coventry and Warwickshire and Herefordshire and
Worcestershire Integrated Care Boards public facing website and will be available to all staff via
the Document Library.

9.4 Reporting

This policy has been developed in alignment with the C&W ICB and H&W ICB Policy Guidance,
ensuring consistency with statutory and regulatory requirements. Refer to Section 13: References
and Supporting Documentation for detailed guidance and reference materials.

All Emergency Preparedness, Resilience, and Response (EPRR) plans and policies will be
systematically monitored, updated, and reviewed to maintain compliance with statutory
obligations. Monitoring and review processes are outlined in detail in Section 8.8.1: Monitoring
Table.

To promote transparency and collaboration, all EPRR plans and policies are shared with key
stakeholders, including as a minimum NHS England (Midlands) C&W ICB and H&W ICB partners,
and C&W ICS providers for a two-week consultation period and feedback.

Comprehensive records of consultation processes, including the list of consultees, feedback
received, and subsequent actions taken, are maintained within the C&W ICB and H&W ICB
Consultation Tracker. This tracker is accessible upon request and managed by the EPRR Team,
ensuring accountability, and enabling continuous improvement in EPRR policy development.
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9.4.1 EPRR Team - Organisational Chart

Chief Executive Officer

Executive Director of
Integration & Delivery & AEO

Executive Assistant

Associate Director of

System Operations & EPRR

Head of EPRR

SCC Team

EPRR Team

9.5 Review, update and compliance

This section describes how the implementation and effectiveness of the EPRR Plans and Policies
will be monitored and provides details of corporate or local procedures to be developed to support
this.

The Emergency Planning Lead will ensure that the key processes set out in this document are
audited. The results will be fed back via the EPRR governance structure.

Where monitoring has identified deficiencies, recommendations and an action plan will be
developed to improve compliance with the document. See table on next page for specific details.
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Monitoring Compliance Table

Aspect of Monitoring method  Individual/ Frequency Group / Group /
compliance or department  of the committee committee /
effectiveness  (I-€- regular responsible  monitoring  which will individual
being audits/ re(\jnewts/ otnc(:je for the activity (i.e. receive the responsible
monitored Si);eirr?cl:sigen?r ©S1€9 monitoring ~ Monthly/ findings / for ensuring

O — Annually)  monitoring that the

report actions are
completed

Business Yearly review / Head of Annually Audit EPRR
Continuity Once exercised or | EPRR/ Chief Committee Working
Management | tested via incident | Executive Group/ Head
System response / Once Officers of EPRR

updated legislation

or guidance

published

(whichever comes

soonest)
Emergency Quarterly progress | Head of Quarterly | EPRR EPRR
Preparedness | review / Once EPRR Working Working
Response & | exercised or tested Group & Audit | Group/ Head
Resilience - | Via incident Committee of EPRR
EPRR Work response / Once
Programme updated legislation

or guidance

published

(whichever comes

soonest)
Emergency Ongoing monitoring | Head of Annually Audit Head of
Preparedness | via EPRR Work EPRR Committee & | EPRR
Response & Programme and Integrated
Resilience Yearly review Care
Annual Core though NHSE Board
Standards Assurance Process
compliance
EPRR Plans | Yearly review / Head of Yearly EPRR

Once exercised or | EPRR and Working

tested via incident co-authors Group

response / Once

updated legislation

or guidance

published

(whichever comes

soonest)
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10 Staff Compliance Statement

All staff must comply with this ICB-wide policy and failure to do so may be considered a
disciplinary matter leading to action being taken under the ICBs’ relevant HR policies. Actions
which constitute breach of confidence, fraud, misuse of NHS resources or illegal activity will be
treated as serious misconduct and may result in dismissal from employment and may in addition
lead to other legal action against the individual or individuals concerned.

Copies of the ICBs’ HR policies are available on the ICBs’ intranets and websites.

11 Equality and Diversity statement

In applying this policy, the clustered ICBs will have due regard for the need to eliminate unlawful
discrimination, promote equality of opportunity, and provide for good relations between people of
diverse groups, in particular on the grounds of the following characteristics protected by the
Equality Act (2010); age, disability, gender, gender reassignment, marriage and civil partnership,
pregnancy and maternity, race, religion or belief, and sexual orientation, in addition to offending
background, trade union membership, or any other personal characteristic.

As part of the ICBs’ equal opportunities monitoring, all disciplinary hearings and formal grievances
are monitored on a rolling annual basis. Subsequently information may be held on the monitoring
register longer than the duration of the warning itself.

12 Impact Assessments Statement

The Public Sector Equality Duty places a statutory duty on the ICBs to eliminate unlawful
discrimination, harassment and bullying, advance equality of opportunity and foster good
relations. The policy author must complete an Equality Impact Assessment for all new policies
and for policies with Category 3 changes. Depending on the scope and subject matter of the
policy, a Quality Impact Assessment, Data Privacy Impact Assessment or Sustainability Impact
Assessment may also be required. Ethical considerations should be made throughout the review
of this policy.

13 Security and Fraud Statement

The ICBs are committed to reducing theft and fraud in the NHS as it diverts valuable resources
away from patient care. Consideration has been given to the potential for theft or fraud to occur
in relation to this policy. Concerns about deliberate misapplication of the policy, fraud, bribery,
corruption or misuse of NHS resources should be reported in line with the ICBs’ Preventing Fraud,
Bribery and Corruption Policy, Disciplinary Policy and relevant counter fraud reporting routes.

14 Open Learning Culture and Speaking Up Statement

The ICBs are committed to developing an open learning culture. Staff are encouraged to report
incidents, near misses, concerns and opportunities for improvement. Whenever possible,
disciplinary action will not be taken against members of staff who report adverse incidents and
near misses, although there may be clearly defined occasions where disciplinary action is
appropriate. These principles are embedded within the ICBs’ policies for managing incidents,
raising concerns and Freedom to Speak Up.
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15 Definitions and Acronyms

15.1

Definitions

Term Definition

EPRR

Emergency
preparedness

The extent to which emergency planning enables the effective and
efficient prevention, reduction, control, mitigation of and response to
incidents and emergencies.

Resilience

Ability of the community, services, area, or infrastructure to detect, prevent
and, if necessary, withstand, handle, and recover from incidents and
emergencies.

Response

Decisions and actions taken in accordance with the strategic, tactical, and
operational objectives defined by emergency responders, including those
associated with recovery.

Emergency

Under section 1(1) of the CCA 2004 an ‘emergency’ is defined as:
(a) an event or situation which threatens serious damage to
human welfare in a place in the United Kingdom;
(b) an event or situation which threatens serious damage to
the environment of a place in the United Kingdom; or

(c) war, or terrorism, which threatens serious damage to the security
of the United Kingdom.”

Incident

Business
Continuity
Incident

An event or occurrence that disrupts, or might disrupt, an organisation’s
normal service delivery, to below acceptable predefined levels. This
would require special arrangements to be put in place until services can
return to an acceptable level. Examples include surge in demand
requiring temporary redeployment of resources within the organisation,
breakdown of utilities, significant equipment failure or hospital acquired
infections. There may also be impacts from wider issues such as supply
chain disruption or provider failure.

Critical Incident

Any localised incident where the level of disruption results in an
organisation temporarily or permanently losing its ability to deliver critical
services; or where patients and staff may be at risk of harm. It could also
be down to the environment potentially being unsafe, requiring special
measures and support from other agencies, to restore normal operating
functions.

A Critical Incident is principally an internal escalation response to
increased system pressures/disruption to services.
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Major Incident

The Cabinet Office, and the Joint Emergency Services

Interoperability Principles (JESIP), define a Major Incident as an event or
situation with a range of serious consequences that require special
arrangements to be implemented by one or more emergency responder
agency.

In the NHS this will cover any occurrence that presents serious
threat to the health of the community or causes such numbers or
types of casualties, as to require special arrangements to be
implemented.

A classification of the types of Major Incidents including rapid onset; rising
tide; cloud of the horizon; headline news; chemical, biological,
radiological, nuclear and explosives (CBRNe); hazardous materials
(HAZMAT); cyber security; mass casualty incidents can be found in the
C&W ICB and H&W ICB Incident Response Plan.

Organisation listed in Part 1 Schedule 1 of the CCA. They are likely to be

:;asteg'c:;ir‘l at the core of the response to most emergencies. As such, they are
P subject to the full range of civil protection duties in the Act.
Organisation listed in Part 3 of Schedule 1 of the Civil
Category 2 Contingencies Act. Category 2 responders such as utility providers and
responder transport providers, are critical partners in EPRR that are required to co-

operate with and support other Category 1 and Category 2 responders.

Incident Response
Plan

A document or collection of documents that sets out the overall
framework for the initiation, management, co-ordination and

Emergency
Response

control of personnel and assets to reduce, control or mitigate the effects of
an emergency.

Multi-agency plan

A plan for the coordination and integration of the response to an
emergency by a number of organisations, usually but not exclusively
under the LRF umbrella.
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15.2 Acronyms

Term Definition

AEO Accountable Emergency Officer

BC Business Continuity

BCMS Business Continuity Management System

BCP Business Continuity Plan

CBRNe Chemical, Biological, Radiological, Nuclear and Explosives (type of Major Incident)
CCA Civil Contingencies Act

CEO Chief Executive Officer

CW/c&w Coventry and Warwickshire

DHSC Department of Health and Social Care

DPH Director of Public Health

DSPT Data Security and Protection Toolkit

EPAG Emergency Planners Advisory Group

EPICBLM Emergency Planners Integrated Care Board Leads Meeting
EPRR Emergency Preparedness, Resilience and Response
HAZMAT Hazardous Materials (type of Major Incident)

HEPOG Health Emergency Preparedness Officers Group

H&SCA Health and Social Care Act

HW H&W Herefordshire and Worcestershire

ICB Integrated Care Board

ICC Incident Coordination Centre

ICS Integrated Care System

IEM Integrated Emergency Management

IG Information Governance

IRP Incident Response Plan

LHRP Local Health Resilience Partnership

LRF Local Resilience Forum

MHCLG Ministry of Housing, Communities and Local Government
MHRPB Midlands Health Resilience Partnership Board

NHS / NHSE National Health Service / NHS England

NSC THRC National Security Council Threats, Hazards, Resilience & Contingencies
SCC Strategic Cordination Centre

SCG Strategic Command Group

SEPB Strategic Emergency Preparedness Board (National Board)
SOP Standard Operating Procedure

TCG Tactical Command Group

UKHSA United Kingdom Health & Security Agency

WG Working Group
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16 Associated Records

16.1 Legislation and Guidance

The following legislation and guidance have been taken into consideration in the development of
this document:

Civil Contingencies Act 2004 https://www.legislation.gov.uk/ukpga/2004/36/contents
Emergency Preparedness — Statutory guidance (CCA 2004)
https://www.gov.uk/government/publications/emergency-preparedness

Emergency Response and Recovery — Non statutory guidance (CCA 2004)
https://www.gov.uk/government/publications/emergency-response-and-recovery

NHS Constitution for England https://www.gov.uk/government/publications/the-nhs-
constitution-for-england/

NHS England EPRR Framework & Guidance
https://www.england.nhs.uk/ourwork/eprr/gf/#eprr
Health and Care Act 2022 https://www.legislation.gov.uk/ukpga/2022/31/contents
Health and Social Care Act 2012
https://www.legislation.gov.uk/ukpga/2012/7/contents
The role of Local Resilience Forums: A reference document
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attach
ment_data/file/62277/The role of Local Resilience Forums-

A reference_document v2 July 2013.pdf
Corporate Manslaughter Act 2007
https://www.hse.gov.uk/corpmanslaughter/index.htm
Human Rights Act 1998 htips://www.legislation.gov.uk/ukpga/1998/42/contents
Minimum Occupational Standards for NHS Emergency Preparedness, Resilience
and Response (MOS)https://www.england.nhs.uk/wp-
content/uploads/2022/07/B1568 minimum-occupational-standards-for-emergency-
preparedness-resilience-and-response.pdf
Health and Care Bill: Integrated Care Boards and local health and care systems
https://www.gov.uk/government/publications/health-and-care-bill-factsheets/health-
and-care-bill-integrated-care-boards-and-local-health-and-care-systems
National Risk Register https://www.gov.uk/government/publications/national-risk-
register-2025
Guidance for NHS commissioners on Equality and Health Inequalities legal duties
https://www.england.nhs.uk/wp-content/uploads/2015/12/hlth-inqual-guid-comms-

dec15.pdf
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https://www.legislation.gov.uk/ukpga/2004/36/contents
https://www.gov.uk/government/publications/emergency-preparedness
https://www.gov.uk/government/publications/emergency-response-and-recovery
https://www.gov.uk/government/publications/the-nhs-constitution-for-england/
https://www.gov.uk/government/publications/the-nhs-constitution-for-england/
https://www.england.nhs.uk/ourwork/eprr/gf/#eprr
https://www.legislation.gov.uk/ukpga/2022/31/contents
https://www.legislation.gov.uk/ukpga/2012/7/contents
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attach%20ment_data/file/62277/The_role_of_Local_Resilience_Forums-%20_A_reference_document_v2_July_2013.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attach%20ment_data/file/62277/The_role_of_Local_Resilience_Forums-%20_A_reference_document_v2_July_2013.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attach%20ment_data/file/62277/The_role_of_Local_Resilience_Forums-%20_A_reference_document_v2_July_2013.pdf
https://www.hse.gov.uk/corpmanslaughter/index.htm
https://www.legislation.gov.uk/ukpga/1998/42/contents
https://www.england.nhs.uk/wp-content/uploads/2022/07/B1568_minimum-occupational-standards-for-emergency-preparedness-resilience-and-response.pdf
https://www.england.nhs.uk/wp-content/uploads/2022/07/B1568_minimum-occupational-standards-for-emergency-preparedness-resilience-and-response.pdf
https://www.england.nhs.uk/wp-content/uploads/2022/07/B1568_minimum-occupational-standards-for-emergency-preparedness-resilience-and-response.pdf
https://www.gov.uk/government/publications/health-and-care-bill-factsheets/health-and-care-bill-integrated-care-boards-and-local-health-and-care-systems
https://www.gov.uk/government/publications/health-and-care-bill-factsheets/health-and-care-bill-integrated-care-boards-and-local-health-and-care-systems
https://www.gov.uk/government/publications/national-risk-register-2025
https://www.gov.uk/government/publications/national-risk-register-2025
https://www.england.nhs.uk/wp-content/uploads/2015/12/hlth-inqual-guid-comms-dec15.pdf
https://www.england.nhs.uk/wp-content/uploads/2015/12/hlth-inqual-guid-comms-dec15.pdf

16.2

Emergency Preparedness, Resilience and Response Policy

C&W and H&W ICBs Associated Documents

. Business Continuity Management System

o On-call Policy

o Command and Control protocol

o Incident Response Plan

o Business Continuity Plan

o System Coordination Centre and Incident Coordination Centre SOP

o C&W Mutual Aid Agreement

o H&W Information Sharing Agreement

o Incident Communication Plan

o Risk Policy

o Coventry and Warwickshire and Herefordshire and Worcestershire Integrated
Care Boards - Policy Guidance

o Disciplinary Policy

o C&W ICB and H&W ICB Organisational Chart

o EPRR Training Needs Analysis and training matrix

o Communications and engagement routes for both ICBs

o Relevant Local Resilience Forum and Local Health Resilience Partnership terms
of reference and representation agreements

o The most up to date version of all ICB documents referenced in this policy can be

accessed via the clustered ICBs Document Library
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17 Appendices

17.1 Appendix A — NHS EPRR Framework Incident Levels Escalation Criteria

The below criteria set out the point at which an issue could be escalated to the next level of
incident response. In turn, if the measures are no longer required, the incident response level can
be de-escalated.

Level 1 — Organisation level response

Coordinating organisation: NHS-funded organisation

If the following applies the incident may need to be escalated to Level 2:
* Capacity and demand reaches, or threatens to surpass, a level that requires wider resources that
cannot be accessed by the provider

* ABusiness Continuity Incident that threatens the delivery of patient services (in line with ISO
22301)

* Responding to a declared Major Incident or Major Incident standby

* A media or public confidence issue that may result in local, regional, or national interest

* Asignificant operational issue that may have implications wider than the organisation e.g. public
health outbreak, suspected high consequence infectious disease (HCID), security incident, Hazmat
incident

Level 2 — Local level response
Coordinating organisation: ICB with NHS England (Region)

If the following applies the incident may need to be escalated to Level 3:

* Capacity and demand reaches, or threatens to surpass, a level that requires wider resources that
cannot be accessed by the ICB

* ACiritical Incident that threatens the delivery of critical services or presents a risk of harm to
patients and/or staff

* Responding to a declared Major Incident or Major Incident standby

* A media or public confidence issue that may result in local, regional, or national interest

* Asignificant operational issue that may have implications wider than the local ICS e.g. public health
outbreak, suspected HCID, security incident, Hazmat/CBRN incident

Level 3 — Regional level response
Coordinating organisation: NHS England (Region)

If the following applies the incident may need to be escalated to Level 4:

* Capacity and demand reaches, or threatens to surpass, a level that requires national coordination
or NHS mutual aid e.g. need for ECMO, HCID, burns treatment or other specialist functions

* ABusiness Continuity Incident that threatens the delivery of an essential NHS England function or
a protracted incident effecting one or more NHS England site

*  ACritical Incident with the potential to impact on more than one ICB

* Adeclared Major Incident which may have a significant NHS impact and/or the establishment of an
NHS England Incident Coordination Centre

* A media or public confidence issue that may result in regional, national, or international interest

* Asignificant operational issue that may have implications wider than the remit of one NHS England
region e.g. flooding, security incident, Hazmat/CBRN incident, Critical National Infrastructure,
collapse of a commissioned supplier that provides services to more than one region

* Anincident that may require the request and activation of Military Aid to the Civil Authorities
(MACA)
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Level 4 — National level response

Coordinating organisation: NHS England National Team (with DHSC where appropriate)

If any of the following apply or are required, DHSC should be informed:

Capacity and demand reaches, or threatens to surpass, a level that requires international
coordination e.g. need for ECMO, HCID, burns treatment or other specialist function

Invocation of central government emergency response arrangements

Issues that may require invocation of ‘Emergency Powers’ to be invoked under the A 2004 or
measures under sections 252A or 253 of the NHS Act 2006

A Business Continuity Incident with the potential to impact on significant aspects of the NHS e.g.
NHS Supply Chain, NHS Blood, and Transplant

A declared Major Incident which may have national and/or international implications e.g. CBRN,
MTA

A media or public confidence issue that may result in national or international interest

A significant operational issue that may have implications wider than the remit of the NHS e.g.
Critical National Infrastructure
An incident that may require the request and activation of MACA
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Business Continuity Management System Policy

Scope

This Business Continuity Management System (BCMS) policy applies to Coventry &
Warwickshire Integrated Care Boards and Herefordshire & Worcestershire Integrated Care
Boards (CWICB & HWICB) and establishes a structured approach to identifying, mitigating,
and managing business continuity risks. It ensures that CWICB & HWICB is prepared to
respond effectively to disruptions, maintaining service delivery and statutory obligations.

Please note that Coventry & Warwickshire Integrated Care Board and Herefordshire &
Worcestershire Integrated Care Board remain as separate legal entities but operate as one
organisation.

This policy covers:

The identification and implementation of preventable measures to minimise the risk of
business continuity disruptions.

Ensuring CWICB & HWICB can recognise and sustain critical functions during incidents
while complying with statutory requirements.

Providing a framework for management oversight of the business continuity programme.

Establishing standards for the development, implementation, maintenance, training and
exercising of business continuity plans across the organisation.

Introduction

The NHS needs to be able to plan for and respond to a wide range of incidents and
emergencies that could affect health or patient care. Additionally, the NHS needs to be able
to continue to deliver its services in the face of disruptive incident. The purpose of this Policy
is to outline the CWICB & HWICB Business Continuity Management (BCM) Strategy.

This document describes how CWICB & HWICB will meet the requirements of EPRR
obligations set out in the Civil Contingencies Act (CCA) 2004 and the NHS Act 2006 (as
amended by Health and Social Care Act 2012 and Health and Care Act 2022) alongside
the NHS England EPRR Framework.

The CWICB & HWICB Business Continuity Management Strategy provides the
methodology by which the organisation establishes and maintains a comprehensive
Business Continuity Management System (BCMS) that is align to ISO 22301, PAS
2015:2010 and the NHSE Business Continuity Management guidance. The policy also
defines the guiding principles, which the organisations follows and measures its
performance against.

In developing and maintaining this BCMS, CWICB & HWICB also draws on the Business
Continuity Institute (BCI) Good Practice Guidelines and principles. The BCIl Good Practice
Guidelines provide a globally recognised framework for business continuity, outlining six
professional practices that support a structured and effective approach to resilience. By
referencing these guidelines alongside NHS England requirements, CWICB & HWICB
ensures that our business continuity arrangements are informed by both national policy and
international best practice, supporting continuous improvement and organisational
resilience. Please see section 9.4 for further information
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2.5 This document should be read in conjunction with the CWICB & HWICB Incident Response
Plan, the Business Continuity Plan, and other EPRR related guidance and plans, which
detail the operational response to be implemented for any incident.

3 Purpose

3.1  The Business Continuity Management approach for CWICB & HWICB will align to the
CWICB & HWICB EPRR Policy, NHSE BCM guidance and toolkit, ISO 22301, Business
Continuity Institute Good Practice Guidelines, and legal requirements. The CWICB &
HWICB accepts and abides by their statutory duties as a Category 1 responder under the
Civil Contingencies Act 2004 (CCA).

3.2 This Policy represent the overarching document that establishes the Business Continuity
Management programme for the CWICB & HWICB, provides the strategic direction from
which the programme is delivered, defines the way in which the organisation will approach
business continuity, and how the programme will be structured and resourced.

3.3 This policy is intended to be used in conjunction with the overarching Emergency
Preparedness, Resilience and Response (EPRR) Policy. The CWICB & HWICB Business
Continuity Management System aligns with the organisations strategy and objectives

4 Definitions
4.1 NHS Incident Classification

The NHS defines three incident categories depending on the nature and impact of the

event.

Critical Incident Major Incident
edisruption to normal service e|oss of ability to deliver eany occurrence that presents
delivery where special critical services, patient harm serious threat to the health
arrangements are required. or unsafe environment. of the community or causes

Requires support from other such numbers or types of

agencies. casualties, as to require
special arrangements to be
implemented.

Figure 1 NHS Incident Classification

4.2 Business Continuity Incident
A business continuity incident is an event or occurrence that disrupts, or might disrupt, an
organisation’s normal service delivery, below acceptable predefined levels, where special
arrangements are required to be implemented until services can return to an acceptable

level.
Term Definition
AEO Accountable Emergency Officer
BCMS Business Continuity Management System
BCP Business Continuity Plan
BIA Business Impact Analysis
CCA Civil Contingencies Act
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EPRR Emergency Preparedness, Resilience and Response
ICB Integrated Care Board

ICS Integrated Care System

LRF Local Resilience Forum

NHSE NHS England

RTO Recovery Time Objective

- a period in time in which the organisation will aim to start recovery and/or return to
business as usual after the start of an incident

MTPD Maximum Tolerable Period of Disruption
- the point in time, following the start of a disruption, within which an activity must
be resumed before the disruption compromises the ability to achieve the activity
against the categories of impact highlighted in the BIA

5 Duties/Responsibilities

5.1 Strategic Context; Statutory, Regulatory and Contractual requirements
ICBs are defined as category 1 responders under the Civil Contingencies Act (2004). This
means they are at the core of the response to most emergencies. Category 1 responders
are subject to the full set of civil protection duties as listed below.

e Assess the risk of emergencies occurring and use this to inform contingency
planning

e Putin place emergency plans
Put in place business continuity management arrangements

e Putin place arrangements to make information available to the public about civil
protection matters and maintain arrangements to warn, inform, and advise the
public in the event of an emergency

e Share information with other local responders to enhance co-ordination
Co-operate with other local responders to enhance co-ordination and efficiency.

To ensure that CWICB & HWICB is carrying out their statutory duties under the Civil
Contingencies Act 2004 they must put in place plans to ensure its service delivery
continue to operate during any emergency, as defined by the Act, which impacts on the
Category 1 responder.

The Care Quality Commission also requires Business Continuity arrangements to be put
in place, and Contractual duties requirement under contract with the Commissioner to
ensure CWICB & HWICB can maintain services during any disruption with minimal
disruption to services.

The CWICB & HWICB EPRR work programme will adhere to the underpinning principles
set by the NHS EPRR Framework 2022:
e Preparedness and anticipation
Continuity
Subsidiarity
Communication
Cooperation and integration
Direction
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The minimum requirements that commissioners and NHS-funded organisations must
meet are set out in the current NHS EPRR Core Standards. This is achieved through the
collaborative production of plans for incident response, business continuity, and recovery
in accordance with guidance. Key services that must be maintained under the
aforementioned requirements include:

Coventry and Warwickshire & Herefordshire and Worcestershire ICB Directorates
and Associated Services

The CWICB & HWICB Organisational Chart categorises the services provided by the
organisation and categorises them into the core directorates responsible for their delivery.

Interest of Stakeholders

Where possible the business continuity plans of CWICB & HWICB have taken into
account the interests and requirements of key stakeholders and been developed in
partnership with these where necessary. Key stake holders include, but are not limited to:

Coventry and Warwickshire Partnership NHS Trust

George Elliot Hospital NHS Trust

Herefordshire and Worcestershire Health and Care NHS Trust
Herefordshire Council & Worcestershire County Council (West Mercia Local
Resilience Forum)

NHS Arden & Greater East Midlands Commissioning Support Unit

NHS England (Midlands)

South Warwickshire University NHS Foundation Trust

The Department of Health and Social Care

University Hospital Coventry and Warwickshire NHS Trust

Warwickshire County Council (Warwickshire Local Resilience Forum)
West Midlands Ambulance Service University NHS Foundation Trust
West Midlands Conurbation (West Midlands Conurbation Local Resilience
Forum)

o Worcestershire Acute Hospitals NHS Trust

o Wye Valley NHS Trust

Under the Data Protection Act (2000) the organisation is a legally accountable ‘data
controller’ and will ensure there are appropriate safeguards in place to protect sensitive and
personal data as part of on-going business practices, and ensure this data is protected and
recoverable in a Business Continuity scenario. It is therefore a requirement that Disaster
Recovery Plans are in place and maintained relating to the technical infrastructure, assets,
and systems the organisation is responsible for. Overall responsibility for this area rests
with the Senior Information Risk Owner (SIRO).

Governance and Authority for BCMS Document Sign Off

Plan Owners typically Directorate Business Continuity Leads (DBCLs) or members of the
Emergency Planning Team are responsible for the creation, regular review, and
maintenance of Business Continuity documents, including BCPs and BIAs.

All new or updated BCMS documents must undergo an initial review by the Emergency
Planning Team to ensure consistency with the CWICB & HWICB Business Continuity
Management System framework, NHS EPRR Core Standards, and ISO 22301
requirements.
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Following this quality assurance stage, documents are submitted to the relevant Directorate
Management Team for endorsement. Once endorsed, documents progress via the
Emergency Preparedness, Resilience and Response, and Business Continuity Working
Group (EPRR & BC WG) governance process.

Roles and responsibilities

The roles and responsibilities associated with the successful implementation and
management of the CWICB & HWICB BCMS are described below. CWICB & HWICB will
ensure that all staff have access to relevant resources for the management and creation of
plans and exercises to support the BCM programme.

Accountable Emergency Officer (AEO)

Appointed by the Chief Executive to be responsible for the overall management of the
BCMS and establish the strategic direction of CWICB & HWICB with regard to business
continuity. This role is currently undertaken by the Executive Director of Integration and
Delivery. They will also act as the Lead Executive Director for Business Continuity
Management and will oversee the process and implementation of the BCMS whilst
providing the strategic leadership surrounding Business Continuity. In line with the NHS
Core Standards, they are also responsible to ensure “that their organisation, any providers
they commission, and any subcontractors have robust business continuity planning
arrangements in place which are aligned to 1S022301".

Information Governance Function

In line with Data Security Protection Toolkit (DSPT) requirements, all CWICB & HWICB
departments should ‘ensure that a business continuity strategy is in place for all critical
information assets and critical processes, including those provided under service contract
or agreement by third parties.’

Senior Information Risk Owner (SIRO)

The SIRO is accountable and responsible for information risk across the organisation. The
responsibilities of the SIRO aligned to Business Continuity Management will cover areas
such as:

¢ |dentifying and assigning Recovery Classes to technical assets

¢ Arranging off-site support and recovery

e Security of critical & vital electronic records

e Recovery of critical & vital systems, assets & infrastructure

Procurement Team

The team must ensure that all parties providing goods and services to CWICB & HWICB
critical services, provide assurance to the organisation that they can continue delivery in
the face of disruption in line with ISO 22301.

Emergency Planning Team

The Emergency Planning team will develop and update templates and exercises to ensure
that CWICB & HWICB is using the most up to date documents. The team will maintain an
Organisational Business Continuity Plan and centrally monitor compliance with business
Continuity across CWICB & HWICB, including validity and version control of the plans. The
team will work and assist with the completion of the Directorate BCP & BIA. They will also
carry out annual audits to ensure that CWICB & HWICB is up to date with their
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requirements, and that plans are reflected upon and updated following activation of the
plans or at the planned review stage, whichever comes first. The Emergency Planning team
will ensure that appropriate training, in line with the CWICB & HWICB Training Needs
Analysis and supporting material is available for the development of local Business
Continuity Arrangements. Following an incident or exercise debrief, the Emergency
Planning team is responsible for ensuring that any lessons identified are integrated into the
relevant business continuity plans. (Please see the EPRR Policy for further information on
Continuous Improvement).

Directorate Leads

Directorate Leads will ensure that all services that they are responsible for are sufficiently
covered within a BCP and a BIA. They are responsible for ensuring that a Business
Continuity Lead has been identified, responsible for oversight and sign off of Business
Continuity processes for their directorate. The Directorate lead must retain oversight of the
associated risks from business continuity processes and ensure mitigations are
implemented and capture local risks, where required in the directorate risk register

Directorate Business Continuity Lead

The Directorate Business Continuity Lead (DBCL) will be assigned this role by their
Directorate’s Officer / Department lead. The DBCL will be responsible with overseeing all
Business Continuity related activity for their respective Directorate and report into the
Director/ Department Lead on BC related activity and progress. Other responsibilities
include:
e Act as the single point of contact for the Emergency Planning Team in
relation to Business Continuity
o Oversee the progress of Business Continuity planning for the Directorate in
conjunction with the Emergency Planning Team
o Conduct a yearly review on the directorate’s business continuity
arrangements, supported by the Emergency Planning Team
e Support and enable the Team / Department Managers to complete the
required BCP and associated BIA.

Team / Department Managers

Service heads and managers are required to complete the required BCP, including their
BIA, and work to develop resilience within their local area, overseen by the Directorate’s
Business Continuity Lead.
This will be achieved by ensuring:
o Effective plans are in place to respond to a range specific departmental type
incident
¢ Considerations are made based on the agreed criticality of Departmental
processes
e Staff are made aware of their actions, during incidents, both on and offsite
e Arrangements are made to ensure the continuation of critical Departmental
processes
e The Director is consulted as necessary when processes are either reduced
or stopped altogether

All Staff

All staff are required to ensure that any risks and disruptions are immediately highlighted to
their line manager. Staff are required to follow any emergency instructions that are given to
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them in the event of an incident to maintain the safety of themselves, other staff members,
visitors, and any potential patients. Staff are required to familiarise themselves with the
Organisational and Directorate Business Continuity arrangements and the escalation
protocol.

6 Integrated Care Board Business Continuity Management System

6.1 Business Continuity Management Approach
The BCM System is an ongoing process, which adapts in response to the changing nature,
of an organisations internal and external operating environment. The CWICB & HWICB
adopts a holistic management process that identifies potential threats and the impacts of
those threats to business operations. A business continuity system is put into place, to
implement the business continuity policy. A vital part of the programme is the ability to
manage documentation to aid the implementation, where appropriate.

The Business Continuity Institute’s six professional practices that form the Business
Continuity Planning Cycle, depicted in Figure 2 below, represent the activities the
organisation will follow in implementing the BCMS for CWICB & HWICB.

@

Embracing
Business Continuity

&,
e
Bling g opution® 58

Figure 2 — Business Continuity Planning Cycle

6.1.1 Establishing a BCMS

Establishes the overarching framework for how business continuity is governed,
implemented, and continually improved across the organisation. This involves defining a
clear Business Continuity Management System (BCMS) policy that sets out scope,
objectives, and leadership commitment, alongside assigning roles and responsibilities for
delivery and oversight. It also includes ensuring appropriate governance structures are in
place, aligning the programme with organisational strategy and risk management
processes, and securing the necessary resources to maintain resilience capability. Within
this stage, organisations are expected to embed performance monitoring, assurance, and
review mechanisms, enabling regular evaluation of effectiveness, compliance with
standards, and continuous improvement of the BCMS.
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Embracing Business Continuity

principles across the organisation. The Emergency Planning Team provides Business
Continuity Management System (BCMS) awareness training to all staff, regardless of role
or seniority. This ensures that employees understand their responsibilities and the
importance of maintaining service resilience

Analysis

developing a detailed understanding of the organisation’s critical activities, dependencies,
and risks that could disrupt operations. This involves undertaking a BIA to identify and
prioritise key products and services, assess the potential impacts of disruption over time,
and define recovery time objectives (RTOs) and minimum service levels. Alongside this,
organisations conduct risk assessments to identify threats, vulnerabilities, and the likelihood
of disruption, including internal and external risks. The outputs from this stage provide the
evidence base for business continuity strategies, ensuring that planning and resource
allocation are proportionate to organisational priorities and risk exposure.

Solution Design

focuses on identifying and developing appropriate strategies and solutions to maintain and
recover the organisation’s critical activities following a disruption. Building on the outputs of
the BIA and risk assessment, this stage involves determining how key services will be
protected, maintained, or restored within agreed recovery time objectives (RTOs). It
includes selecting and documenting suitable continuity and recovery strategies, such as
alternative locations, resource requirements, workforce arrangements, supplier
dependencies, and information technology recovery solutions. The design stage ensures
that chosen approaches are proportionate, cost-effective, and aligned to organisational
priorities, providing a structured foundation for the development of detailed business
continuity plans and procedures.

Enabling Solutions

implementing the strategies defined during the design phase into practical, operational
capabilities. This involves developing and documenting BCPs and procedures, which set
out clear roles, responsibilities, and actions to be taken during a disruption. It also includes
establishing the necessary resources, arrangements, and supporting infrastructure—such
as alternative working arrangements, communication methods, supplier agreements, and
information technology recovery solutions—to ensure continuity strategies can be delivered
effectively. The enabling solutions stage ensures that agreed approaches are translated
into workable, accessible, and regularly maintained plans that can be activated in response
to an incident.

Validation

ensuring that business continuity arrangements are effective, fit for purpose, and capable
of delivering the intended response during a disruption. This involves exercising and testing
BCPs through a programme of tabletop exercises, desktop reviews, walkthroughs,
simulation exercises, live or operational exercises, and communication drill, as well as
reviewing outcomes to identify gaps and areas for improvement. It also includes conducting
assurance activities such as audits, plan reviews, and performance monitoring to confirm
compliance with organisational requirements and relevant standards. The validation stage
ensures that lessons identified are captured, actioned, and used to strengthen the BCMS,
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supporting continual improvement and increasing organisational confidence in its resilience
capabilities.

To maintain high standards and support continuous improvement, the Emergency Planning
Team conducts audits to monitor compliance with the BCMS. Additionally, lessons learned
from incidents, exercises, and emerging best practice or guidance are systematically
reviewed and used to enhance and update business continuity plans, ensuring they remain
robust, relevant, and fit for purpose.

The practices are aligned to the I1ISO 22301 Plan,
Do, Check, Act (PDCA) Model, presented in Figure
3. The International Standard applies this
methodology to planning, establishing,
implementing, operating, monitoring, reviewing,
maintaining, and continually improving the
effectiveness of an organization’s BCMS.

Figure 2 - PDCA Model of 1ISO22301

Analysis

Risk Assessment

The duty to carry out a risk assessment of an emergency occurring within the geographical
area of CWICB & HWICB is carried out at West Mercia, Warwickshire, and West Midlands
Conurbation Local Resilience Forums. The identified risks are then documented on the
local Risk Register and fed to the Local Health Resilience Partnership for a review of
impacts on the health system. Once these risks have been identified, the Emergency
Planning team work to ensure that relevant EPRR and Business Continuity risks are
appropriately recorded and managed through the organisation’s formal risk management
arrangements. This includes escalation, where appropriate, to the Corporate risk register.
Additionally, internal risk assessments are conducted in line with the Risk Management
Policy, with risks relating to emergency preparedness, resilience and response being
captured and monitored through the EPRR Risk Register.

Documenting and Managing Risk

All identified risks are recorded, reviewed, and managed using the appropriate risk register,
depending on the nature and scope of the risk. EPRR related risks are documented and
maintained within the EPRR Risk Register, which is overseen by the EPRR & BC Working
Group. Strategic or organisational risks that exceed local tolerance levels are escalated to
the Corporate risk register, in line with the Risk Management Policy. Responsibility for
updating individual risks sits with the designated risk owner.
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6.2.1.2 Acceptable Risk

6.2.2

The level of acceptable risk outlined in this policy refers to risks that have been identified,
assessed, and graded using the approved risk grading tool, in line with our Risk
Management Policy, and for which appropriate mitigation plans have been developed.
Risks are assessed using a 5x5 matrix (likelihood x impact), resulting in a risk score from 1
to 25. The following thresholds apply:
o Low risk (score 1-3): Acceptable. Managed through normal control
measures.
o Moderate risk (score 4-6): Acceptable with formal risk assessment and
regular monitoring.
e High risk (score 8-12): Not normally acceptable. Requires action plans to
reduce risk to within tolerance.
o Extreme risk (score 15-25): Unacceptable. Requires immediate action
and escalation to the Board.

The organisation’s risk appetite for business continuity is ‘moderate’ (risk score < 6). All
risks deemed acceptable are subject to ongoing monitoring and review. If the risk profile
changes, the risk must be reassessed and, if necessary, escalated in line with the Risk
Management Policy. Any risk scoring above this threshold must be recorded in the
appropriate risk register, actively managed and reduced, or escalated in accordance with
the EPRR Policy and Risk Management Policy.

Community risks identified through the Local Resilience Forums (LRF), based on the
National Risk Register, are incorporated into the CWICB & HWICB EPRR Risk Register,
which is maintained and reviewed by the EPRR & BC Working Group to ensure it remains
current, reflective of emerging threats and mitigation actions have been completed. This
structured approach ensures that business continuity risks are understood, communicated,
and effectively managed across CWICB & HWICB.

Risk Examples

Risk Acceptable
Example Risk Scenario Scor g Required Action
e ?
Minor IT outage (resolved
within 4 hours) 3 Yes Managed locally
Planned staff absence (covered Formal risk assessment
. 4 Yes o
by cross-training) and monitoring
Loss of main premises for 1 Action plan required to
12 No X
week reduce risk
Cyber-attack causing significant Immediate action and
20 No .
data loss escalation to Board

Business Impact Analysis (BIA)

For CWICB & HWICB to meet its overall Strategic Objectives, it depends on the
uninterrupted running of all its products and services. Each of the services provided by
CWICB & HWICB is important, however during a major disruption it will be extremely difficult
or almost impossible to maintain a normal level of service delivery.
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The BIA is the first stage of the BCP development process where services will be required
to consider what the impact would be on both its own service, and its stakeholders if the
delivery of a key function or service would be disrupted for any reason. The BIA process
should be part of a yearly review cycle conducted by the Directorates Business Continuity
Lead and can be supported by the Emergency Planning Team. BIA information will be
collated by the Emergency Planning Team and processed to assist in CWICB & HWICB
wide planning and for audit purposes.

For the purposes of the BIA the cause of the disruption is considered on the basis of loss
of, People, Premises, Processes (including ICT, electronic systems etc) and Partners.
Where a risk identified via the local risk assessment or the local Risk Register poses a
threat to People, Premises, Processes (including ICT, electronic systems etc) and Partners,
the Business Continuity Plan of the affected Directorate will be updated to reflect this.

Business Impact Assessment Method

The BIA template in the form of a questionnaire will be emailed out to the Plan Owner for
completion with the offer of support from the Emergency Planning Team. Additionally, a
workshop/ team meeting can be used to facilitate the completion of the BIA.

The BIA information collected will include the identification of all products and service,
processes, and activities. Once collated, the BIA will then be used to assess the impact of
any disruption affecting the below criteria over a period of 0-24 hours, 24 hours — 7 days,
or 1 week and longer.

The six criteria applied to measure the impact of a disruption to a service are as follows:
o Safety of patients, staff, or public
e Statutory/ regulatory duty
o Adverse publicity / reputation
¢ Finance, including claims
e Service /business interruption / environmental impact
¢ Information Security

A scoring system on a scale from 1 — 5, with 1 representing a negligible risk and 5
representing a risk with the potential to have a major impact, will be used. The score sum
will then rate the activity as being: Critical (sum score > 9.9); Urgent (sum score > 4.9); or
non-urgent (sum score < 5).

The level of required service is established for set timeframes and the links to the other
areas of CWICB & HWICB and key suppliers identified. Information on this is then used to
inform planning on the business continuity plan and identify resources across CWICB &
HWICB suitable for potential redeployment.

Following the impact assessment, each of the activities, depending on their final rating, will
be assigned a:

Recovery Time Objective (RTO)
Maximum Tolerable Period of Disruption (MTPOD)
Recovery Point Objective (RPO)
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It is recommended that the following RTO, MTPOD, and RPO timeframe limits are applied
against each activity aligned to their rating. These timeframes are indicative and serve only
as a suggestion. Depending on the nature of the activity, the timeframes can be amended
where deemed necessary by the Plan Owner.

. RTO (<
Rating MTPOD) MTPOD RPO
0 <24h <24h
<7
Urgent 1 Day <7 Days Days
7
Non-urgent 7 Days+ 7 Days+ Days+

Services with the shortest Maximum Tolerable Period of Disruption (MTPOD) are deemed
as highest priority therefore must be Resumed or Recovered as soon as possible following
a disruption.

Data collection

Responding effectively to a Business Continuity incident/s is underpinned by a sound
understanding of the business and the services it provides. This understanding is achieved
though the collection and analysis of data, including:

1. Activities conducted as part of normal business operations at service level
2. What the priorities of the service/ directorate are
3. What is required to deliver these priorities
o Staff numbers
- Including the current work placement requirements of staff
(i.e. home working)
e Equipment
e Premises
*Staff home working should not affect the running processes of the Business;
therefore, home working is not an impact for analysis.
Use of BIA information
The organisation’s BIA provides an overview of the critical services delivered within
CWICB & HWICB. The information gained from the BIA will allow for the teams to identify
interlinks between services, including any dependencies that impact on the recovery time
of services and resources requirements.

It supports compliance with the Data Security and Protection Toolkit (DSPT) by helping to
identify and assess information assets critical to service delivery and data protection.

Additionally, the BIA is used by the Supplier ITC Team to inform disaster recovery
priorities, ensuring that recovery efforts align with business-critical functions, alongside
the other system organisations that they serve. The ICT Team also uses the BIA to
identify and report any discrepancies in recovery requirements or priorities, supporting a
coordinated and risk-informed approach to system resilience.

As part of our system leadership responsibilities, CWICB & HWICB maintains an oversite
role to ensure consistency and alignment of BC arrangements across our system
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partners. This includes Business Impact Analysis outputs, particularly Maximum Tolerable
Period of Disruption (MTPD) and Recovery Time Objectives (RTO) values, to ensure that
the system does not carry unmanaged risk arising from inconsistent recovery
assumptions. During the annual BIA cycle, CWICB & HWICB reviews these time-critical
metrics across organisations delivering comparable services, such as acute, mental
health and primary care providers, to identify discrepancies that could affect system
resilience. Significant variation in MTPD or RTO for similar services may indicate a risk
that one organisation is able to continue to delivery while another cannot, potentially
leading to disproportionate pressure on parts of the system, service gaps, or escalation of
a Level 2 Business Continuity Incident. Where misalignment is identified, CWICB &
HWICB will work collaboratively with system partners to understand the rational, facilitate
system discussion, support recalibration where appropriate, and agree actions to ensure
critical services have a consistent, proportionate, and clinically safe recovery profile
across the system. This approach supports effective management of collective risk and
enables a coordinated response to recovery during periods of disruption.

Design

Business Continuity Plans

Business Continuity Management Planning Overview
Developing BCM Plans enables staff and managers to prepare and respond more
effectively to incidents. The continuation of services can be affected by any number of
incidents that may differ in terms of size, scope, cause, and effect.
To respond to this, the CWICB & HWICB operates three levels of planning which are
undertaken on a regular basis:

e Team / Departmental Planning

e Directorate Planning

e CWICB & HWICB Strategic Planning
Business Continuity Plans will be put in place at organisational level, directorate level, and

where required team / service level for complex services that required specialised planning
at a more granular level than their directorate’s plan.

Each Directorate should have a nominated Business Continuity Lead to champion business
continuity planning within their respective directorate. These individuals will also be the Plan
Owners for their respective Directorates.

Minimum Standards for Plans
Plans will contain the following:

e Escalation and Activation method including management of the incident

o Communication methods and channels

o List of services and their criticality (achieved though BIA)

o Resources required and actions to ensure that services can be
maintained (achieved though BIA)

e Actions for the response to disruption to staff numbers, premises,
suppliers, IT services, specialist equipment, and data (where applicable)

e Specific roles required to respond

¢ Internal and external interdependencies (achieved though BIA)

e Decision support checklists

o Details of meeting locations

e Links to other plans and procedures

e Version control
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Directorate & Team / Service Business Continuity Plans

Team / Service Business Continuity arrangements are included in their respective
Directorate Plan to which the Team / Service belongs. In addition to the aforementioned
items, these plans will include localised information such as:
o Staff contact details (accessed via ESR with support from CSU —
including CSU OOH team)
e Team estate locations and contact details for relevant line manager if
remote working is utilised.
e Business Impact Assessment to support decision making on service
prioritisation during an incident.
¢ Annual Action plans to improve team/departmental resilience.
Plan Updating, Monitoring and Review
Plans will be updated, monitored, and reviewed in line with the EPRR policy. This means
at least once a year, once exercised, or tested via incident response or once updated
legislation or guidance published; whichever comes soonest. Plans are also required to be
reviewed following activation of the plans to ensure that any learning can be reflected in the
updated plans. Plan owners are responsible for their maintenance and upkeep. Historical
documents will be identified and archived in the EPRR team’s central repository.
Procedural and technical issues that are of an internal departmental nature should be
addressed to the DBCL for subsequent changes in Directorate Business Continuity Plans
and the Organisation’s Business Continuity Plan if appropriate. It will be necessary to then
review the current plans and implement any changes in management methods or training
needs identified.

Version control

All documentation related to Business Continuity, including Business Continuity Plans, is
subject to strict version control to ensure accuracy, relevance, and consistency. Each
document must include a version number, issue date, and a clearly stated next planned
review date.

Version control will be centrally monitored and maintained by the Emergency Planning
Team to ensure that the most up-to-date versions are in use across the organisation.

Business Continuity Plans are developed using a standardised template, which
incorporates current legislation, best practice, and lessons learned from previous
incidents and exercises. This ensures all plans remain compliant, effective, and fit for
purpose.

Plan Retention and Storage

Plans are to be held by the Plan Owner, and a copy of the plan will be shared with the
Emergency Planning Team. An electronic copy of all plans will be kept on the Emergency
Preparedness, Resilience and Response page on SharePoint, ensuring that a history of all
plan versions is stored virtually for a minimum of 10 years. A hard copy of every Business
Continuity Plan and Organisational BIA will be held by the Emergency Planning Team in
the Incident Response Box found in the System Coordination Centre of Shire Hall, Warwick,
CV34 4RL.

Planning Assumptions

The following assumptions should be considered when developing Business Continuity
Plans:
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e In the event of a major incident, existing business premises could,
potentially, be out of use for up to 5-7 days, possibly months in the event
of floods or fire related incidents

¢ Inrecovery from the 2020 Covid Pandemic, workplace guidance for
home-based working is in place.

¢ In the event of a less significant disruption some of the existing premises
would remain in use alongside remote working preferences.

o Where a generator is not available loss of electricity supply across a
region could last for up to 1-5 days.

¢ The mains water supplies and sewerage services may be interrupted for
up to 3-5 days.

e Availability of the IT network historically runs at over 85%. In the event of
a partial failure of a server the network could be unavailable for up to 12-
24 hours.

¢ Inthe event of loss of IT connection during home working for 4 hrs or
more, staff should make their line Manager aware and then attend one of
the CWICB & HWICB estate locations to complete essential work.

o If the server were to be completely lost it could take up to 1-3 days to
restore a limited desktop service (Microsoft package, e-mail, and Internet
access). Other software could take even longer to restore.

e A cyber-attack carries the risk of a potential of significant data loss for
considerable periods of time (weeks-months)

¢ Availability of the internal telephone network historically runs at 100%. In
the event of a failure there could be loss of service for up to 8-12 hours.

e Access to the public telephone network and mobile communications
could be lost for up to 3 days during a Major Incident.

e In a pandemic 25% - 50% of staff could be off work at any one time. This
will include those who are sick, those caring for others and the ‘worried
well’ who are simply too scared to come to work. On average people will
be absent for 5-7 days, but some may take longer to return.

¢ In afuel crisis only, staff involved with delivering critical services, or on
call, are likely but not guaranteed to have priority access to fuel.

e Consider short term and long term impacts in line with climate change

adaption planning

6.4 Supply Chain Continuity Management
CWICB & HWICB relies upon the products and services of other organisations to deliver
key aspects of its services. These suppliers may be NHS, commercial, public, or voluntary
sector organisations, and include both direct service providers and supporting functions
critical to organisational operations.

CWICB & HWICB will ensure that all suppliers supporting critical services have appropriate
and proportionate business continuity arrangements in place. This is achieved through the
integration of Business Continuity Management requirements into procurement, contract
management, and ongoing assurance processes.

At the point of contract award or renewal, suppliers are required to provide evidence of their
Business Continuity arrangements, including relevant BCPs. Ongoing assurance is
maintained through periodic review of this documentation, with a minimum requirement for
suppliers to submit updated BCPs at least every three years, or more frequently where risk
dictates.
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Where concerns are identified, these are escalated through established contract
management and EPRR governance routes. CWICB & HWICB will work collaboratively
with suppliers to address identified gaps, with consideration given to the level of risk,
contract value and duration, and the potential impact to service continuity.

To support a consistent and structured approach, CWICB & HWICB applies a Supplier
Resilience Scoring Matrix to assess the adequacy of supplier Business Continuity
arrangements. Suppliers are evaluated against a defined set of criteria, with responses
scored and weighted to provide an overall resilience rating, including Red-Amber-Green
(RAG) assessment. This provides a clear and auditable view of supplier risk and supports
the identification of areas requiring improvement.

Supplier assurance activity is risk-based and directly informed by Supplier Resilience
Scoring Matrix outcomes, with review prioritisation determined by resilience scores, service
criticality, and the potential impact of disruption on organisational and system-wide
operations.

Review activity is therefore prioritised towards suppliers assessed as higher risk, including
those with lower resilience scores or identified gaps in their Business Continuity
arrangements. This may include earlier or more detailed review of BCPs, targeted follow-
up on improvement actions, and enhanced monitoring through the audit process. Suppliers
assessed as lower risk are subject to proportionate assurance at defined intervals, with
escalation mechanisms in place should the risk profile change.

This approach ensures that supplier engagement is consistent, proportionate, and focused
on areas of greatest risk, supporting effective management of supply chain dependencies
and strengthening overall system resilience.

Contract Types
There are three contracting streams that are procured by CWICB & HWICB. These are:

e Primary Care Contracts — for General Practice (GP) Surgeries, Pharmacies,
Optometrists and Dentists

e Service Provider Contracts — for NHS Organisations, Commercial, Public,
and Voluntary organisations, to provide a specific service for the population
of Coventry & Warwickshire. (However, please note that that there are
significant joint arrangements with local authority partners where it is a local
authority provider contract that is used (rather than an NHS one). In these
cases, general business continuity requirements would be outlined in the
contract and be part of the provider procurement selection/award process).

e General Contracts — covering suppliers such as interpreting services, waste
isposal, digital service, etc.

Primary Care Contracts

In order to provide assurance that GP surgeries have business continuity and disaster
recovery plans in place, NHS England have stipulated a number of declarations for each
surgery to answer. These declarations are:
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e Provides and enables all staff to be aware of their roles in responding to the
emergency
¢ Considers that disruptions to services may arise from outside the practice
(e.g. GP system suppliers, pathology labs, workflow messaging, etc)
e Prioritises communication and engagement with patients and stakeholders
e Requires working collaboratively with commissioners, GPIT delivery partners
and suppliers in maintaining and restoring services
¢ Inthe last 12 months, the plan has been tested, used in an actual incident or
was part of a bigger security exercise
The Primary Care Team is responsible for maintaining a comprehensive database of all
contract information related to GP surgeries. This includes actively monitoring and following
up on any missing information to ensure compliance and provide assurance of business
continuity preparedness.

The EPRR team maintains a record of the declarations from each GP surgery. This data
is used for auditing and assurance purposes, ensuring that GP practices meet the
required business continuity and resilience standards. Additionally, GP surgeries are
asked to provide a copy of their business continuity plan for a resilience review. Please
see the section on Supplier Resilience Scoring Matrix below.

Business Continuity for the other Primary care services is managed on our behalf by the
Office of the West Midlands (which is made up of 6 ICB’s in the West Midlands).

Service Provider and General Contracts

CWICB & HWICB maintains a close contact with suppliers and partner agencies to
understand what business continuity arrangements they have in place. Simply asking if they
have a plan is insufficient as the plan may be out of date or untested.

At the point of a new contract, or a contract renewal, a copy of the business continuity
plan is requested. Please see the section on Supplier Resilience Scoring Matrix below.

Any issues or concerns identified through this assurance process are escalated to the
EPRR team for review. The EPRR team will work in collaboration with the relevant contract
teams to determine appropriate actions and agree on next steps to address the identified
risks (taking into account the risk, the value and length of the contract, and the RTO, MTPD
& RPO vs expectations). If the issues remain unresolved, they will formally communicate
back to the supplier, contracting team, and the affected department for further
assessment. This includes consideration of whether the contract should proceed or be
terminated, based on the level of risk to service continuity and organisational resilience.

Where a supplier fails to provide a Business Continuity Plan when requested, the matter
will be escalated to the relevant Contract Manager as a potential risk to service continuity.
The Contract Manager will be required to contact the supplier to secure the required
assurance. If the supplier remains non-compliant, CWICB & HWICB may require additional
contractual conditions or clauses to mitigate the risk or consider alternative actions in line
with procurement and risk management policies.

Suppliers will be required to submit a copy of their Business Continuity Plan at least once
every three years. Review activity will be prioritised based on previous resilience scoring,
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with earlier assurance focused on suppliers identified as higher risk following their previous
assessment and recommendations.

Where a Business Continuity Incident affecting a commissioned provider or key supplier is
assessed as significant, protracted, or has the potential to impact the wider health and care
system, this will be escalated in line with the ICB Incident Response Plan (IRP). Such
incidents will be reported to NHS England (NHSE) where required, through the established
EPRR escalation routes, and will be centrally logged to ensure appropriate oversight,
coordination, and assurance. The EPRR Team will work with contract management and
system partners to support response, recovery, and ongoing risk management.

Supplier Resilience Scoring Matrix

On receipt of a business continuity plan, the EPRR team will evaluate supplier resilience
using a structured assessment tool, to identify risks and gaps in supplier preparedness.
Here is a link to the scoring matrix.

Each supplier is assessed using a series of targeted questions focused on key aspects of
business continuity (e.g. documented BC plans, testing, supply chain mapping, etc.).

Responses are scored on a scale from 1 (low resilience) to 10 (high resilience). Each
score aligns with defined criteria to maintain consistency.

Each question carries a percentage weighting based on its importance to service
continuity.

Scores contribute to a Red-Amber-Green (RAG) assessment, offering a quick view of
supplier risk.

Where weaknesses are identified, specific recommendations are made and fed back to
the provider and contract team, in order to ensure continuity of supply during a disruption.

Records are maintained in the audit trail to show which plans have been reviewed, and
KPlIs are in place to monitor supplier improvements over time.

The results support procurement, risk management, and our Business Continuity
Management System.

Procurement

Procurement is managed by Arden and GEM Clinical Support Unit (CSU) and has an
essential role to play in encouraging key suppliers to develop business continuity plans as
per their BCSM Policy (as well as the NHS Standing Financial Instructions). New contracts
will, where relevant, contain appropriate business continuity clauses. When existing
contracts are due for renewal the opportunity will be taken to discuss the need to include
business continuity arrangements. Where appropriate performance measures will be
added, or reference made to the NHS Core Standards for Emergency Preparedness,
Resilience and Response (EPRR) and the ISO BCM Standard.

Mutual Aid
During incident response an organisation’s capacity and / or capability to provide safe and
effective patient care may be exceeded. Once internal business continuity arrangements
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have been exhausted, it may be necessary to seek support from other organisations in a
formal, documented way. This formalised support is referred to as ‘mutual aid.’

Please refer to the Regional Mutual Aid guidance outlining the response to a significant
health related incident or emergency, as well as the associated system Mutual Aid
Agreement and Memorandum of Understanding and associated local agreements. The
Mutual Aid Agreement and relevant associated processes and documentation are also
referenced in the CWICB & HWICB Incident Response Plan and EPRR Policy.

Cyber Security, IT Systems, and Infrastructure

Cyber security, IT systems, and infrastructure are integral components of the Business
Continuity Management System (BCMS) for CWICB & HWICB. These elements are
critical to maintaining operational resilience and ensuring the uninterrupted delivery of
services. The BCMS aligns with the Data Security and Protection Toolkit (DSPT) to
uphold national standards for cyber resilience, data protection, and system security.

Key Products and Services Within the Scope of BCMS

The BCMS covers essential digital and IT services that support CWICB & HWICB'’s
operations, including but not limited to:

e Electronic Patient Records (EPRs) — Ensuring secure and uninterrupted
access to patient data.

e Clinical IT Systems — Systems supporting primary, community, and
secondary care.

o Communication Platforms — Email, telephony, and video conferencing
solutions.

e Cloud-Based Services and Data Storage — Hosting of critical applications
and records.

e Cyber Security Systems — Firewalls, endpoint protection, and threat
monitoring.

e Network Infrastructure — Servers, data centres, and connectivity solutions.

e Incident Response and Disaster Recovery Mechanisms — Plans for restoring
services in case of cyber incidents or system failures.

6.6.2 Appropriate Risk Assessments

To safeguard these systems, CWICB & HWICB and the ITC Collaborative conducts regular
risk assessments. These assessments include:

e Cyber Threat Analysis — Identifying potential cyber risks such as
ransomware, phishing, and data breaches.

e IT Infrastructure Risk Assessment — Evaluating system vulnerabilities,
hardware failures, and network security threats.

o Data Protection and Compliance Checks — Ensuring compliance with DSPT,
NHS Digital guidelines, and GDPR.

o Business Impact Analysis (BIA) — Identifying critical IT services and
assessing potential disruptions.

e Third-Party Supplier Risk Assessment — Ensuring external IT service
providers have robust security and continuity measures in place.
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By integrating cyber security and IT infrastructure within the BCMS framework, CWICB &
HWICB ensures a resilient, secure, and compliant approach to managing digital risks and
maintaining service continuity.

Dissemination & Implementation

Plan Dissemination
Once approved, this plan will be circulated to appropriate members of staff via email and
will be referenced in local training.

Communication

BC Awareness Communication Methods

To ensure that this strategy is communicated, a variety of mediums will be used:

e CWICB & HWICB All Staff Briefing — briefing on documents and information
regarding the business continuity processes, introducing and directing staff to
relevant Business Continuity information.

¢ Internet — publishing of information relating to business continuity and
CWICB & HWICB's intent on the internet allowing engagement with
stakeholders and partners.

o Directly — direct contact with those implementing the processes in this
strategy via a variety of routes including email and face to face contact. This
method will also be used to engage with partners and other stakeholders
where required. Emergency communications will be sent out using direct
contact. Additionally, the Emergency Planning Team could take the opportunity
to organise awareness sessions and workshops, for example during the
Business Continuity Awareness Week.

o Staff Newsletters — promoting relevant Business Continuity information in
the regular email communications to all staff, sent every Monday and Friday.

¢ New Starter Inductions — incorporating details of Business Continuity plans
within the New Starter Induction Booklet and induction process, ensuring that
new members of the organisation are aware of relevant procedures.

Frequency

Frequency of communications varies according to the type used. Most information is
available constantly via the internet, but other direct methods will vary according to the need
and nature required of the information.

Evaluating Communication

Communications regarding the business continuity programme are evaluated though the
annual Business Continuity Audit conducted by the Emergency Planning Team as a figure
indicating the number of staff that acknowledge they are familiar with CWICB & HWICBs
current Business Continuity arrangements and that they are aware of the first steps they
should take in the event an incident.

Warning and Informing Staff and the Public

The CWICB & HWICB maintain arrangements to make information available to the public
on emergency preparedness matters and to warn, report and advise the public in the event
of an incident. CWICB & HWICB Communications Team informs the public during incidents
via CWICB & HWICB Internet page and can deliver communications by a variety of routes
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for specific events if necessary. These arrangements are detailed in the *Incident
Communication Plan maintained by CWICB & HWICB’s Communications Team.

Resource Management

The management of resources for CWICB & HWICBs Emergency Preparedness,
Resilience and Response arrangements is detailed in the overarching EPRR policy,
including the provision of adequate resources and approval of budget.

Training & Exercising
Training

Assessing Training Needs

Training of all staff will be conducted based on the CWICB & HWICB’s Training Needs
Analysis which will outline the competencies required by different groups of staff involved
Business Continuity planning. This will allow for training to be targeted in a proportional
way, providing an appropriate level of knowledge to each employee.

The Emergency Planning Team is responsible for maintaining the Emergency Planning
Training Needs Analysis, which as a minimum will cover the Accountable Emergency
Officer, Emergency Planning Team, Directors, SIRO, and other key staff identified in a
BCP

Training Delivery

Training delivery and frequency will be determined by the need to ensure that a role can be
carried out effectively when needed. Training can be delivered by the EPRR team or an
external specialist party though in person sessions, virtually though the use of MS Teams,
or other media engaged by CWICB & HWICB. Where there is a legal requirement to train
on a regular basis, this will be considered annually unless a greater frequency is required
by law.

Training Records

All training and exercising records are maintained by the Emergency Planning Team and
all training that is carried out across CWICB & HWICB, including local level, is captured in
CWICB & HWICB's training records detailing:

Who has received training

What training they have received

When they were trained

The level of skills/competence, education, qualifications
Further training required

Training Evaluation

All training that is conducted is evaluated at the end of each training session confirming if
learners feel that the aims and objectives of the session have been sufficiently met.
Learners will also be required to carry out an online questionnaire (MS Forms) to provide
more detailed feedback to allow for improvement for future training.

EPRR Lessons Register
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All incident and debrief reports will capture learning and recommendations. These will be
recorded in a register held by the EPRR Team who will also monitor their implementation
with the support of the AEO. The register will be published internally and will be shared with
CWICB & HWICB Executive Team though the EPRR WG and the Audit Committee as often
as changes occur and in line with the schedule of the meetings. Additionally, the EPRR
Team will also identify applicable learning from other NHS  organisations for the
improvement of plans and response.

Exercising

CWICB & HWICB has a statutory duty to exercise Business Continuity Plans on an annual
basis. This can be done as part of an CWICB & HWICB wide exercise, at a departmental
level or in an actual incident, as per the CWICB & HWICB’s EPRR policy.

Exercising Debriefing and Reports

Exercises are evaluated by the participants against the aims and objectives of the exercise;
this is done at the end of the exercise in a hot debrief carried out in line with the EPRR
policy debriefing arrangements. The exercise is also followed up with an evaluation sheet
to record any learning and an exercise report.

This report will include an action plan to address any concerns and preventative actions
required to improve the business continuity plans and strategy issued within 4 weeks of
the exercise.

Exercise Records

All training and exercising records are maintained by the Emergency Planning Team and
all exercises that that are carried out are stored in a central repository consisting of the
exercise material and the Exercise Report, including:

List of participants, including directorates they represent

The exercise aim and objective

The Exercise scenario and injects

The skills/competence tested by the exercise

When the exercise took place

The outcomes of the exercise

Further training required

Actions/ recommendations that are aimed at addressing the exercise
outcomes

Testing of Specific Business Continuity Arrangements

The testing of specific business continuity arrangements, such as IT fallback and recovery,
generator testing, and the testing of ICC equipment are addressed in the CWICB & HWICBs
Directorate Business Continuity Plans, Incident Response Plan, EPRR Risk Register and
the CWPT ITC Business Continuity Plan and Disaster Recovery Plan.

Monitoring Compliance
Governance

Document Review and Approval

Documents within the Business Continuity Management System will be reviewed by the
plan owners and the Emergency planning Team, where required. These will be reported to
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the EPRR & BC WG, in line with the group’s Terms of Reference (EPRR WG ToR), for final
approval, at least once a year.

Reporting Arrangements

A BC Audit Report will be shared with the Board via the appropriate EPRR governance
route and in line with CWHWICBs EPRR Policy. The report will be produced following an
audit process, described below, and will be signed off by the organisation’s AEO.

Monitoring

Motioning of progress made against achieving full compliance with the Business Continuity
Standards within each Directorate will be executed as one of the functions of the EPRR &
BC Working Group, as per the EPRR & BC WG ToR. Each DBCL will be reporting on

progress made, challenges and support required to achieve full compliance on a yearly
basis.

Acceptable Levels of Assurance

The organisation will define and maintain clear levels of assurance for its Business
Continuity Management System (BCMS) in line with NHS England EPRR Core
Standards.

Assurance is derived through internal audit, KPls, exercising, and review of BCPs and
BlAs, and is reported through established EPRR governance structures.

Assurance levels will be interpreted as follows:
e Compliant / Acceptable Assurance
- Full compliance with BCMS requirements and NHS Core Standards

- BCP and BIA are in date, complete, and aligned to the BCMS
framework

- Evidence of exercising, testing, or incident activation within required
timeframes

- No risks identified above the organisation’s defined risk appetite

+ Partial Compliance / Moderate Assurance
- Partial compliance with BCMS requirements or NHS Core Standards
- Minor gaps in documentation, exercising, or alignment identified

- Some risks identified requiring mitigation but within manageable
thresholds

- Improvement actions required and actively monitored through
governance structures

e Non-Compliant / Unacceptable Assurance

- Non-compliance with BCMS requirements or NHS Core Standards
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- Significant gaps in BCP, BIA, exercising, or system alignment

- Risks identified exceed the organisation’s defined risk appetite or pose a
risk to continuity of critical services

- Immediate escalation and formal recovery actions required

Any area assessed as partial or non-compliant will be tracked and reported through the
EPRR governance framework until acceptable assurance is achieved.

The Accountable Emergency Officer (AEQO) holds overall responsibility for ensuring that
acceptable levels of assurance are maintained across the organisation and, where
applicable, across system partners.

Audit and Key Performance Indicators (KPls)

In order to maintain oversight of CWICB & HWICBs Business Continuity arrangements, a
yearly internal audit will be conducted by the EPRR Team. This audit will be supported by
the Directorate Business Continuity Leads (DBCL) and overseen by the Accountable
Emergency Officer (AEO).

As part of this process, resilience reviews of commissioned providers’ and key suppliers’
BCPs are monitored through the internal audit process. The effectiveness and application
of the supplier assurance process is subject to review through the internal audit programme,
ensuring that arrangements are consistently applied and remain fit for purpose.

An internal audit document is used to record and track the status of these reviews, including
confirmation of which suppliers have been assessed, the outcome of those assessments,
and any actions identified to address gaps or areas for improvement. This provides an
auditable record of progress and supports proportionate assurance of supply chain
resilience.

The internal audit process supports organisational assurance, informs risk-based
escalation where required, and contributes to continuous improvement of the Business
Continuity Management System (BCMS). Findings are used to inform governance reporting
through established EPRR governance routes and are aligned with the EPRR Policy and
Risk Management Policy.

In addition to auditing the progress of the BCMS programme as a whole, the audit considers
the following Key Performance Indicators (KPIs) for organisational and directorate-level
BCPs & BIAs, commissioned providers and key suppliers, and relevant contract types,
including Primary Care and Continuing Healthcare (CHC) arrangement: It also included
the outcome of the external audit.

e Version Control of BCP & BIA
Template version compliance
Date of current BCP & BIA
Next planned review date
Date of last test, exercise, or incident activation
BCP status (In Date, Out of Date or No Plan)
Aligned to current BC framework
Target compliance rates
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The sub directorates or services included in the BCP & BIA
Named responsible and BC lead

Reason for the most recent review

BC Ciritically Prioritisation

Inclusion of local escalation processes

Aligned to current framework

Feedback or comments for consideration and improvement

Staff training and competency requirements are addressed within the CWICB & HWICB
EPRR Policy and recorded within the Training Needs Analysis. Compliance with training
requirements is monitored through the EPRR & BC Working Group.

Auditing Method

The organisational audit will comprise of the collated audit data produced as a result of
Directorates level audits conducted by the DBCL and the EPRR Team. The audit will be
conducted by the EPRR Team completing the BCP Audit Dashboard.

In line with best practice and ISO 22301, CWICB & HWICBs BCMS is subject to an
independent external audit every 3 years. This assesses the effectiveness, maturity, and
compliance of the BCMS against the standard and provides assurance to the AEO and
other stakeholders that the system remains fit for purpose. Any findings are reviewed by
the Emergency Planning Team and the EPRR & BC Working Group with any improvements
incorporated into the BCMS.

External audits of the BCMS will be conducted by suitably qualified and experienced
auditors who are independent and competent in Business Continuity Management and
audit practice, including ISO 22301 (International Organization for Standardization 22301).
Evidence of auditor competence, such as qualifications and relevant experience, will be
obtained and retained by the EPRR Team as part of the BCMS assurance framework.

Audit Reporting

The results of the audit will be published in the form of a report on CWICB & HWICBs
current Business Continuity compliance with this policy and all associated statutory,
regulatory, and contractual requirements. The report will consist of the findings of the audit
and actions and recommendations that have been jointly agreed by the EPRR Team and
the DBCL. The EPRR team will collate all reports for the organisation and report via the
EPRR WG to the AEO. This in turn will be used to produce the yearly report to board.

Review, Update and Compliance

The review, update and compliance arrangements of this and all other plans and policies
are described within CWICB & HWICB'’s overarching Emergency Preparedness, Resilience
and Response (EPRR) Policy. This section of the policy represents an extract of the EPRR
Policy and will be updated in line with changes to the EPRR Policy.

Monitoring Table

The Emergency Planning Lead will ensure that the key processes set out in this document
are audited. The results will be fed back via the EPRR governance structure.

Where monitoring has identified deficiencies, recommendations and an action plan will be
developed to improve compliance with the document. See table below for specific details:
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Individual/
department
responsible
for the
monitoring

Frequency
of the
monitoring
activity (i.e.
Monthly/
Annually)

Group /
committee
which will
receive the
findings /
monitoring
report

Group /
committee /
individual
responsible
for ensuring
that the
actions are
completed

Business Yearly review / Once | Head of Annually Corporate EPRR & BC
Continuity exercised or tested EPRR/ Management | Working
Management | via incident response | Chief Committee Group/
System / Once updated Executive Head of
legislation or Officers EPRR
guidance published
(whichever comes
soonest)
Business Business Continuity | Head of Annually Corporate EPRR & BC
Continuity Audit tool EPRR/ Management | Working
Plans and Chief Committee Group/
Business Executive Head of
Impact Officers EPRR
Assessment

9.5 Applying BCI Good Practice Principles
In addition to meeting NHS England Emergency Preparedness, Resilience and Response
(EPRR) requirements, CWICB & HWICB applies the Business Continuity Institute (BCI)
Good Practice principles across its BCMS programme. These internationally recognised
principles are structured around the BCI’s six Professional Practices, which guide our
approach as follows:

Policy and Programme Management: Establishing the organisation’s business
continuity programme and ongoing management framework to ensure continual
improvement and governance.

Embedding Business Continuity: Integrating business continuity awareness and culture
throughout the organisation, so that all staff understand their roles and responsibilities.

Analysis: Identifying and assessing the organisation’s activities, resources, and risks
through processes such as Business Impact Analysis and risk assessment.

Design: Developing appropriate business continuity solutions and strategies to protect

critical activities and resources.

Implementation: Putting in place the plans, arrangements, and capabilities needed to
respond effectively to disruptions.

Validation: Exercising, maintaining, and reviewing business continuity arrangements to
ensure they remain effective and up to date.
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To ensure our arrangements remain current and reflect evolving best practice, we
undertake an annual review of the BCMS at the start of each year. This review considers
lessons learned, sector developments, and updates to both NHS and BCI guidance,
enabling CWICB & HWICB to continuously strengthen its organisational resilience and
maintain alignment with both national and international standards.

10 Staff Compliance Statement

All staff must comply with this ICB-wide policy and failure to do so may be considered a
disciplinary matter leading to action being taken under the ICBs’ relevant HR policies. Actions
which constitute breach of confidence, fraud, misuse of NHS resources or illegal activity will be
treated as serious misconduct and may result in dismissal from employment and may in addition
lead to other legal action against the individual/s concerned.

Copies of the ICBs’ HR policies are available on the ICBs’ intranets and websites.

11 Equality & Diversity

In applying this policy, the ICBs will have due regard for the need to eliminate unlawful
discrimination, promote equality of opportunity, and provide for good relations between people of
diverse groups, in particular on the grounds of the following characteristics protected by the
Equality Act (2010); age, disability, gender, gender reassignment, marriage and civil partnership,
pregnancy and maternity, race, religion or belief, and sexual orientation, in addition to offending
background, trade union membership, or any other personal characteristic.

12 Impact Assessments Statement

The public sector equality duty (Equality Act (2010) places a statutory duty upon the ICBs to
ensure they eliminate unlawful discrimination, harassment and bullying, advance equality of
opportunity and foster good relations. The ICBs must also demonstrate how they have assessed
the positive or negative impact of any policy, strategy, guideline or service and organisational
change introduced. Currently, the ICBs perform this assessment through undertaking an equality
impact assessment (EIA). It is the duty of the policy author to complete an EIA for all new policies
and for those with category 3 changes and attach it to the policy template before submission (see
section 3, Impact Assessments toolkit, separate spreadsheet).

Depending on the scope and subject matter of the policy, one or more of the following impact
assessments may also be required to demonstrate that the positive or negative impact/s of a
policy have been assessed. It is the duty of the policy author to complete the following impact
assessments as appropriate. These are contained within the section 3 impact assessments toolkit
mention above:

¢ Quality Impact Assessment (QIA);

e Data Privacy Impact Assessment (DPIA);

e Sustainability Impact Assessment (SIA).

13 Security and Fraud Statement

The ICBs are committed to reducing theft and fraud in the NHS as it diverts valuable
resources away from patient care. Therefore, consideration has been given to the potential
for theft and fraud to occur in relation to this policy and what action should be taken.
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The ICBs will therefore investigate all referrals or suspicions of theft or fraud, in line with
the organisation’s Preventing Fraud, Bribery and Corruption Policy and Disciplinary Policy.

Any concerns over deliberate misapplication of the policy should be reported to:
e Counter Fraud Specialist or Chief Finance Officer
e Local Security Management Specialist
¢ National Fraud and Corruption reporting line on 0800 028 40 60
e Online at https://cfa.nhs.uk/report-fraud

Open Learning Culture and Speaking Up Statement

The ICBs are committed to developing an open learning culture and have endorsed the
view that whenever possible, disciplinary action will not be taken against members of staff
who report adverse incidents and near misses, although there may be clearly defined
occasions when disciplinary action may be taken. These principles are embedded within
the ICBs’ policies which address managing incidents, raising concerns, and Freedom to
Speak Up.

References & Bibliography

The following legislation and guidance have been referenced in the development of this
document:
¢ Civil Contingencies Act 2004

Emergency Preparedness — Statutory guidance (CCA 2004)
Emergency Response and Recovery — Non statutory guidance (CCA 2004)
NHS England EPRR Framework & Guidance
ISO 22301 Security and Resilience - Business Continuity Management
Systems — Requirements
ISO 22313 Societal Security - Business Continuity Management Systems —
Guidance
PAS 2015 - Framework for Health Services Resilience
NHS Core Standards for EPRR
Organisations Business Continuity Policy
NHS England Emergency Preparedness, Resilience and Response Framework
NHS England EPRR BC toolkit
NHS Standard Contract
¢ Business Continuity Institute Good Practice Guidelines — A Guide to Global

Good Practice in Business Continuity

Associated Records

Emergency Preparedness, Resilience and Response (EPRR) Policy
CWICB & HWICB Business Continuity Plan

EPRR & BC Working Group Terms of Reference

Incident Response Plan

*System Coordination Centre and Incident Coordination Centre SOP
Mutual Aid Agreements

Incident Communication Plan

Risk Management Policy
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o Coventry and Warwickshire Integrated Care Board - Policy Guidance
e Resolution Policy
o CWICB & HWICB Organisational Chart

The most up to date version of all CWICB & HWICB documents referenced in this policy
can be accessed via CWICB & HWICBs Document Library
https://www.happyhealthylives.uk/document-library/

Appendices

Appendix A  Mitigation Strategies

This stage of the BCM process is about identifying action that can be taken to maintain
the activities that underpin the delivery of CWICB & HWICB’s Critical Functions. Having
determined the vital resources through the Business Impact Analysis (BIA) Process, the
next step is to develop strategies to maintain local service continuity should any of these
become unavailable. The table below provides some of the options that can be
considered during the planning and response stage to mitigate against any of their loss —
however this should not be seen as an exhaustive list:

Resources Tactics

1. Creating an inventory of staff skills not utilised within their
existing roles — to enable redeployment.

2. Process mapping and ‘Job cards’ — to allow staff to
undertake roles with which they are unfamiliar.

3. Multi-skill training of each individual.

4. Cross-training of skills across a number of individuals.

5. Carry out regular succession planning (this will be highly useful

People duri .
uring a Pandemic event).

6. Identify possible third party support, backed by either
Contractual Agreement(s) or Memorandum(s) of
Understanding.

Note: Geographical separation of individuals or groups with core

skills reduces the likelihood of losing all those capable of

undertaking a specific role.

1. Identifying alternative space(s) within CWICB & HWICB
premises through buddy arrangements.

2. ldentifying displacement of staff performing less urgent
business processes with staff performing higher priority activity.
(care must be taken to avoid backlogs becoming
unmanageable)

3. Establishing remote working capabilities — this can be working

Premises from home or other locations (provided there are no security

issues).

4. Identifying use of premises which are provided by other partner
agencies (such as Local Authorities) including those provided
by third party specialists.

5. Identifying the needs of staff working under the Equality Act
(2010).

6. Exploring the possibility of Temporary accommodation.
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7.

Identifying possible alternative sources of machinery and other
specialist equipment.

Note: Not all locations are compliant with the Equality Act;
reasonable adjustment will need to be taken into account before
displacing any staff.

Information
Technology &
Communications
(ITC)

1.

aoRrON

Maintaining the same system at different locations that will not
be affected by the same incident.

Ensuring data is backed up and kept off site.

Copies of essential documentation are kept off site.

Access to emergency Mobiles

Installing alternative telecommunication system such as BT
Lines

Information / Vital
Records

—

Essential documentation is stored securely (e.g. in a fireproof
safe) and/or possibly off site

Information saved on multiple formats (e.g. Paper, Electronic,
Cloud)

Suppliers & Partners

@n -

Storage of additional supplies at another location.

Identifying and creating a list of alternative suppliers.
Encouraging or requiring suppliers/partners to have a validated
business continuity capability.

Having arrangements in place for local purchasing.

Consider what Mutual Aid can be put in place.

Integrating BC within contract/procurement process.

Key Stakeholders

N =0 R

Mechanisms in place to warn/inform key stakeholders
Have arrangement in place to meet the needs of vulnerable
service users.
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17.2 Appendix B  Incident Trigger Levels
The level of response for an internal incident will be determined by the type of trigger to the
response. Examples of incident levels and their triggers are detailed below.

B 0 Description Action / Escalation
Level
Routine issues - staff iliness, leaks, * Local B.'CP activated
T general maintenance Co-ordinated locally .
% e Emergency Planning Team informed
g e Local BCP activated (may be multiple)
= Disruption to IT services, telecoms e Co-ordinated by System Coordination
= failure, denial of access to buildings, Centre
= localised flooding e Tactical Command informed via SCC
= SPOC
8 e Organisation BCP activated
@ e Local BCPs activated
Q Loss of critical service(s), infrastructure e |CC setup
% failure, large-scale and prolonged ICT e Tactical Command activated
3 systems failure e Strategic Command informed
¢ NHS England informed
o Stakeholders informed

e Tactical and Strategic Command Teams

activated
Loss of multiple critical services, fire e NHS England informed
resulting in evacuation, prolonged utility e External assistance from other agencies
failure may be required (i.e. NHSE, Local

Resilience Forum partners, other
stakeholders)
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1 Scope

This policy will:

o Define the roles and responsibilities of the Tactical and Strategic Commanders

o Cover teams and subject matter experts that might be required to fulfil on call functions

¢ OQutline how the organisation fulfils duties placed upon it under the Civil Contingencies Act
(2004)

¢ May be supplemented with local information and/ or requirements following discussion with
participants and provide clarity with respect to the role and requirements

o Set out best practice guidelines for management of on call rotas across the organisation

e This policy also applies to the management and escalation of system pressures, including
Urgent and Emergency Care (UEC) pressures, and other periods of sustained operational
challenge that require out of hours senior leadership and coordination.

¢ The on-call arrangements described within this policy include response to all EPRR incidents,
business continuity incidents, cyber or IT related incidents affecting NHS commissioned
services, and system-wide operational pressures, unless alternative arrangements are
explicitly described in supporting standard operating procedures.

2 Introduction

2.1 The purpose of this document is to set out the arrangements and provide information for

the individuals completing on call period for Coventry and Warwickshire Integrated Care
Board and Herefordshire and Worcestershire Integrated Care Board (CWICB & HWICB). It
confirms the competencies and minimum standards expected of ICB on call staff, in line
with the requirements of the following legislation and statutory duties:

Civil Contingencies Act 2004
Health and Care Act 2022
NHS England Emergency Preparedness Resilience and Response Framework

NHS England Core Standards for EPRR

The organisation has statutory duties under the Civil Contingencies Act (CCA) 2004 and the NHS
Act 2006 that require response arrangements to be in place and a 24/7 point of contact available
to ensure that the organisation can be alerted to and respond to incidents and emergencies. This
requirement is met through the on call system.

This document does not supersede the Agenda for Change, NHS terms and conditions of service
handbook or individual contracts of employment. This document is intended to bring the relevant
information from these documents into one place.

3

Purpose
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The NHS needs to be able to plan for and respond to a wide range of incidents and emergencies
that could affect health or patient care. The Civil Contingencies Act (2004) requires Category 1
responder organisations such as the ICB to maintain the ability to provide leadership of the NHS
at both a strategic and tactical level and effect a response to an incident or emergency as
required, both in and out of hours. This includes the requirement for 24/7 capacity and capability
to respond to incidents and emergencies, as defined in the NHS EPRR Framework.

CWICB & HWICB also works in partnership with other agencies within Coventry and
Warwickshire and Herefordshire and Worcestershire and the wider region, including, but not
limited to the Warwickshire Local Resilience Forum, the West Midlands Conurbation Local
Resilience Forum, and West Mercia Local Resilience Forum to plan for and respond to incidents
affecting their footprint.

This framework is to be used in conjunction with the ICBs Emergency Preparedness, Resilience
and Response policy and incident response plans

4  Principles

As a Category 1 responder under the Civil Contingencies Act 2004, it is essential that the
organisation maintains the ability to provide senior level leadership and effect a response to an
incident or emergency as required, both in and out of hours.

CWICB & HWICB are responsible for leading the mobilisation of the NHS response within its
footprint in the event of an incident or emergency. In addition, the organisation is responsible for
ensuring that it has the capability for NHS command, control, communication and coordination of
providers of NHS funded care, during incidents, emergencies, or periods of significant operational
challenge.

Across the organisation this is achieved via a two tier on call system, consisting of a Tactical and
Strategic on call command.

4.1 Governance and Accountability

The Accountable Emergency Officer (AEO) retains overall accountability for the effectiveness of
the on-call mechanism and assurance that appropriate arrangements are in place to meet
statutory duties under the Civil Contingencies Act (2004).

The Emergency Preparedness, Resilience and Response (EPRR) function is responsible for the
day-to-day management, maintenance, and assurance of the on-call mechanism, including rota
management, training compliance, exercising, and post-incident learning.

The on-call mechanism will be subject to regular review and assurance reporting through
appropriate senior management and governance forums. Any significant risks, gaps in coverage,
or training non-compliance will be escalated to the AEO for mitigation.

It is the responsibility of the staff undertaking on call activities to ensure they are contactable
throughout their allocated on call period, and to make appropriate arrangements to maintain this
cover constantly. Those on call must be available via a single and consistent point of access.
Regular testing is undertaken to ensure there are no impediments or delays in contacting on call
staff. This testing should be undertaken quarterly including both in and out of hours periods.

All partner agencies are advised of the contact details of the single point of access to on call staff
and ensure that their records are kept updated if there are any changes to these arrangements.
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5 Definitions

For the purposes of this policy, on-call refers to an established arrangement whereby a member
of staff is required to be available outside normal working hours to provide advice, make
decisions, or undertake work as and when required, in line with the definition set out in the NHS
Terms and Conditions of Service Handbook.

Tactical Commander On Call

This refers to the individual (commonly referred to as First on call) who will act as the first point
of contact, as part of on call notification or escalation processes. This person decides upon any
initial actions which may be required. This role is aligned with the Minimum Occupational
Standards for EPRR for Tactical Commanders.

Strategic Commander On Call

This role (commonly referred to as Second on call) aligns with the Minimum Occupational
Standards for EPRR for Strategic Commanders. Strategic commander should only be contacted
by the tactical commander on call for matters which require further action and/or authorisation or
for information; as well as receive notifications and information from NHSE Midlands On Call. The
Strategic on call should not routinely be contacted directly by other parties unless the specific
rota outlines this as a contingency should the Tactical Commander on call be unexpectedly
unavailable.

A glossary of acronyms and key terms used is included within Definitions section.

6 Roles, responsibilities & competencies

6.1 EPRR Team

The EPRR Team, as appointed by the organisation’s Accountable Emergency Officer, are
responsible for the maintenance and upkeep of the On Call Mechanism in line with current
guidance and legislation. Additionally, the team are tasked with the maintenance of the on call
system for the ICB and all associated documents and processes. The team are also responsible
for the provision of cover during the operating hours of the ICB (0800-1700 during workdays) as
prescribed in the EPRR Policy.

6.2 Tactical Commander

The Tactical Commander on call is designated to act as the gateway to the organisation out of
hours and provide an initial risk assessment to the issues as they present.

These individuals must be prepared to undergo ongoing training and exercising. They should be
able to demonstrate a level and competency to make dynamic assessments of operational issues,
and act with authority and credibility as a representative of the ICB.

The Tactical Commander on call has delegated authority to undertake the most appropriate action
on the initial information received. These actions commonly fall into three broad categories:

o For information: Establish any need to continue to receive further information and
updates but defer any action until the situation escalates or is resolved. For example, local
flooding event not affecting NHS premises or delivery of health care.

¢ For action, management, intervention, or support: These can be safely managed
through the provision of advice, guidance, signposting or facilitating a resolution between
appropriate agencies. This generally does not require the actions of the Strategic
Commander on call; however, details may be shared for information. For example,
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specialist bed is required for patient care, e.g., burns and a regional network is at capacity,
and out of network placement is required.

o The occurrence is of such magnitude, complexity, or reputational risk that Strategic
Commander on call level involvement is required. For example, a sector issue
attracting media attention or disruption to a nationally commissioned service.

When the Tactical Commander on call has identified issues that are for the organisation to deal
with and are of such complexity or risk to reputation that they require involvement of more senior
staff, these will be escalated to the Strategic Commander on call. Additionally, the Tactical
Commander must be prepared to represent the NHS at any Tactical Coordination Groups (TCG)
that are established by members of the Local Resilience Forum. It is expected that the Tactical
Commander on call will become the NHS representative at these meetings.

In the event of a major incident being declared, the Tactical on call will begin to implement the
Incident Response Plan and immediately alert the Strategic Commander on call.

6.3 Strategic Commander

The Strategic Commander on call is designated to provide senior level decision making and
leadership when required. Staff operating on the Strategic on call rota should have the skills and
competency to carry out this role.

In the event of a declared Major Incident, the Strategic Commander on call will implement the
Incident Response Plan and must be prepared to represent the NHS at any Strategic
Coordination Groups (SCG) that are established by members of the Local Resilience Forum. It is
expected that the Strategic Commander on call will become the NHS Strategic representative at
these meetings.

As part of this role, the Strategic Commander on call is required to establish and maintain
understanding of the roles and responsibilities of all responding organisations in the event of an
incident or emergency.

Staff on the Strategic on call rota are required to have the relevant understanding and skills
required to fulfil this function as part of their substantive role. However significant issues and
incidents are likely to place staff under periods of high pressure, where the situation can change
very quickly, with decisions based on limited and sometimes imperfect information. As such it is
important that all staff engaged on such rotas are fully committed to ongoing training and
development to maintain their effectiveness and knowledge.

6.4 Subject Matter Experts
There may be occasions when the nature of an incident or emergency requires specialised input
from a Subject Matter Expert (SME). Internally such advice could be sought from:

o EPRR team, as owners of the Incident Response and Incident Coordination Centre plans
Administrative staff, including Loggists (to support an Incident Coordination Centre (ICC))
Communications
Estates and Facilities
Legal
Finance
Human Resources
Clinical and Professional
Specialised Commissioning & Primary Care Commissioning
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However, a system will be in place for use in-extremis and incident documentation will reflect how
this additional support can be accessed.

7 Local Arrangements

The on call function is applicable between the hours of 1700 & 0800 during a working day, and
for the full duration of a weekend/ bank holiday between the hours of 0800 & 0800. Alerts could
still be received by the on call commanders during normal working hours, in which case these
must be escalated to the SCC team.

During working hours, the responsibility to respond to incidents, emergencies, or periods of
significant operational challenge will be of the operations and emergency planning teams,
dependent on the nature of the event the system is faced with.

In the event of a protracted incident, the ICB may choose to implement additional measures to
support the response cover and make amendments to the normal on call arrangements.

During the transition to a clustered operating model, legacy on-call arrangements may continue
in parallel where required to maintain safe and effective coverage.

Any interim or transitional arrangements will be documented and communicated to on-call staff,
system partners, and relevant stakeholders.

8 Escalation Protocol

A wide range of possible incidents or emergencies could occur within the NHS and wider
communities. There are occasions that require the escalation of an incident or emergencies to
other levels of the NHS for information or for action. Messages should follow the following format
and be clear if the message is for:

INFORMATION: [No action required, but information needs to be shared.

No immediate action required; however, information is important, and the

ALERT: D
situation may develop

Action necessary, an incident has occurred, or a request has been made that

FOR ACTION: .
requires a response

FOR EXERCISE:[This is part of an exercise however it requires a response

After including the prefix as explained above, the following information should be included when
escalating a message:

Prefix

Name

Organisation

Contact number

Reason for contact/ escalation message

abrwnN=

Where required, incidents and significant system pressures will be escalated to NHS England in
line with nationally mandated reporting timescales and processes.
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On-call commanders must ensure that escalation to NHS England, Integrated Care System
partners, and Local Resilience Forum partners is undertaken in accordance with national
guidance and local incident response plans.

9 Practical Arrangements and Principles

The organisation has a mechanism in place to ensure out of normal operating hours executive
cover for the receipt and action of incident notifications from staff and external partners. This
guidance is based on this principle, with each level having a specific responsibility to ensure
incidents and emergencies are managed effectively and disruption kept to a minimum. This
ensures that the ICB has a 24/7 provision for executive decision makers that can act on behalf of
the ICB. A structured on-call rota is maintained by the EPRR team, with Strategic and Tactical
cover provided in line with the arrangements set out in this policy

9.1 On Call Tiers

The on call rota for CWICB & HWICB will consist of two tiers:
o x1 Tactical on call (Tactical), and
o x1 Strategic on call (Strategic)

Participation on the Strategic Commander rota reflects organisational accountability for system
leadership and assurance outside normal working hours and is determined by role and seniority.

9.2 Rota participants
The On-Call rota will include all Executive Directors, Directors, Band 8Ds and Band 8Cs who are
employed by the ICB.

Inclusion on the rota is mandatory and reflects the leadership, accountability, and decision-
making responsibilities associated with these roles. Participation is not subject to a voluntary
process.

9.3 Exceptions
Exceptions to participation will be considered only in limited and exceptional circumstances, such
as:

e Long-term sickness absence

o Maternity, paternity, or adoption leave

¢ Formal secondment outside the organisation

Any exception must be time-limited, agreed with the individual's Executive Director and HR, and
formally recorded by the EPRR team.

Participation in the on-call rota is mandatory for all roles identified within this policy. Opt-out is not
permitted except in formally agreed exceptional circumstances as outlined above.

In applying this policy, consideration will be given to individual circumstances, and other protected
characteristics, in line with the Equality Act 2010.

Where participation in the rota presents a significant and demonstrable impact, reasonable
adjustments or time-limited exemptions may be considered through discussion with line
executives and HR.
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9.4 Leaving the rota
As participation in the on-call rota is a requirement of the roles specified in this policy, individuals
cannot elect to leave the rota on a discretionary basis.

Where an individual leaves the organisation, changes role, or is formally agreed as exempt for a
defined period, the EPRR team will update the rota and associated records accordingly.

9.5 Rota principles
The on-call rota and associated arrangements described within this policy reflect the agreed
operating model for the Integrated Care Board.

Certain elements of this model are subject to confirmation through formal consultation with
Human Resources, Finance, and staff representatives. Where amendments are required, these
will be communicated and incorporated through formal policy update processes.

The rota will operate on a rolling annual cycle, shifting forward by approximately 52 days each
year. This ensures individuals are not repeatedly allocated to the same seasonal pressures,
including winter periods, and supports equitable distribution over time.

9.6 Recording work done

All activity carried out during on-call periods must be recorded. This supports decision assurance,
audit requirements, staff wellbeing, and ensures appropriate recognition of work completed.

To maintain an accurate record of on-call activity and decisions, the following process applies:

e On-call staff must keep a personal log. If a formal incident is declared, a separate incident
log within the designated log book should be used. The log must include all calls received,
escalations made or received, key decisions, actions taken, and relevant timeframes.

¢ Handovers / Incident logs must be shared with SCC and EPRR at the end of each on-call
period.

¢ Incident records will be stored securely for a minimum of 30 years, in line with NHS EPRR
data retention requirements.

9.7 Recognition of On-Call Duties

Participation in the on-call rota forms part of the role requirements for the posts outlined in this
policy and reflects the leadership, accountability, and decision-making responsibilities associated
with these positions.

Availability to participate in the on-call rota does not attract additional payment, in line with NHS
Terms and Conditions and locally agreed arrangements.

These roles are recognised as part of senior leadership responsibilities and are appropriately
remunerated within substantive roles.

The approach to recognition of on-call duties reflects the relatively low frequency of participation
within the rota and the seniority of roles included.

In line with NHS Terms and Conditions, where on-call frequency is low, alternative locally agreed
arrangements may apply. Within this model, availability for on-call forms part of the expectations
of senior leadership roles, with recognition focused on work undertaken through TOIL rather than
a separate availability payment.

This approach will be kept under review to ensure it remains fair, proportionate, and aligned with
national guidance and local workforce expectations.
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9.8 Recognition of Work Undertaken During On-Call
Where staff are required to undertake substantive work during an on-call period, including periods

of active management, coordination, or oversight, this will normally be recognised through time
off in lieu (TOIL).

The on-call role may involve periods of active engagement, including participation in meetings,
proactive system oversight, and decision-making. These activities are considered work
undertaken during the on-call period and will be recognised accordingly

Substantive work includes:
e sustained activity beyond routine call handling
e active management or coordination of incidents or system pressures
e decision-making responsibilities requiring ongoing engagement
cumulative activity that materially extends beyond normal working hours

TOIL will be proportionate to the duration and intensity of work undertaken and must be agreed
with the individual’s line manager.

In cases of ambiguity, the line manager will determine the appropriate recognition, with support
from HR where required.

9.9 Night work and Compensatory rest

The organisation recognises that any work undertaken during night-time, including short periods
of disruption, may impact rest and wellbeing.

Line managers should take a proportionate and supportive approach when agreeing
compensatory rest, taking into account the cumulative impact of disturbed sleep as well as
duration of activity.

9.10 On call Arrangements and Rotas

The Accountable Emergency Officer will ensure that there is a named post/ team responsible for
the administration of the on call rota. The EPRR Team will hold the responsibility to maintain and
update the rota for the CWICB & HWICB. Additionally, the team should ensure that rotas are
produced at least one month before the start of the quarter to which they relate.

The EPRR team retains overall responsibility for assuring continuity of on-call cover. Where an
on-call period cannot be fulfilled in full due to sickness or emergency unavailability, the EPRR
team will coordinate cover to ensure continuity across the allocated on-call period and may
reallocate responsibilities proportionately. However primarily it is the individual’s responsibility to
ensure that they make any arrangements to swap allocated on-call periods, that the EPRR team
are immediately informed via SCC mailbox so that the rota is updated accordingly, and that
relevant colleagues and partners are informed.

During out-of-hours periods, Tactical and Strategic Commanders are supported by the System
Coordination Centre (SCC) in line with the clustered operating model

If a staff member falls sick or is unable to fulfil their responsibilities whilst on call for any other
emergency reason, they (or their office support) should first try to find their own replacement
before contacting the other member of staff on call who should then take responsibility to seek a
swap/find cover with other colleagues. In such circumstances, the on-call commander should
contact the ICB SCC team to support in finding cover for the specific period.

The rota will be stored in a central folder/area on Microsoft Teams. All members of staff on the on
call rotas should ensure that they are available / contactable for the whole time they are on call
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and avoid geographical areas where there is no mobile phone coverage (or make alternative
arrangements to maintain cover).

On call staff contacted are expected to respond promptly to the initial alert. It is expected that
those on call will initiate any responding actions and alert notification cascades immediately on
receipt on an emergency alert.

On-call commanders must ensure they have access to the appropriate equipment, systems, and
documentation required to respond effectively during their on-call period.

Where the on-call commander is temporarily unable to respond, alternative arrangements must
be made to ensure continuity of cover, and the EPRR team and SCC mailbox must be informed
without delay.

Staff undertaking on call responsibilities must ensure they remain fit for work for the duration of
their on call period. They must ensure they are not under the influence of alcohol, medication or
other substance that may impair their ability to make decisions or manage an incident or
emergency

9.11 ICB On Call Rota

The ICB operates a two-tier on-call rota comprising Strategic and Tactical Commanders.
o Strategic on-call operates on a weekly basis
e Tactical on-call operates on a daily allocation basis

The model is designed to provide continuous leadership, coordination, and statutory EPRR
assurance across all systems while maintaining proportionality and sustainability.

9.11.1 Structure

Strategic On-Call
A single Strategic Commander is on call at any one time. The Strategic rota operates on a weekly
basis and is drawn from a defined cohort of senior leaders.

The Strategic Commander provides:
e Executive leadership during incidents and significant system pressures
¢ Risk ownership and assurance on behalf of the ICB
o Oversight of escalation and decision making at system level
e Liaison with regional and national partners where required

Out of hours, the Strategic Commander remains accountable for strategic direction and risk but
does not replace the Tactical Commander’s operational authority.

Tactical On-Call
A single Tactical Commander is on call at any one time. The Tactical rota operates on a daily
allocation basis, with each on-call period running from 0800 to 0800 the following day.

The rota is designed to:
e maintain familiarity with the role and reduce skills fade
o distribute on-call responsibilities equitably across the cohort
e ensure fair exposure to periods of operational pressure

Based on the current cohort size, individuals will undertake approximately 7 on-call days per year,
equating to approximately 1 in 52 days.
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A small variation of one additional day per individual may be required to ensure full rota coverage
across a 12-month period.

The EPRR Team will review rota distribution annually to ensure fairness and sustainability.

The Tactical rota consists of a range of senior individuals, including:
e All Directors
e All Band 8D leaders
e All Band 8C leaders

Bank Holidays
All Bank Holidays will be explicitly incorporated into the rota design and, where required, allocated

separately from standard days due to their operational significance. For the purposes of rota
allocation, Bank Holidays are defined in line with nationally recognised public holidays in England.
The EPRR Team will ensure consistency in how these are applied within the rota.

Allocation will follow these principles:
e equitable distribution across all participants over time
e transparent forward planning
e avoidance of repeated allocation of high-impact dates to the same individuals

The EPRR Team may make minor adjustments to the rota to ensure these principles are achieved
and will review allocations annually to address any imbalance.

9.11.2 Roles and Responsibilities
There is clear separation between coordination, operational command, and strategic oversight:
e The System Coordination Centre (SCC) provides enhanced operational support to the on-
call function, including:
o coordination of information flow and situational awareness
o support to incident logging and documentation
o facilitation of structured handovers between on-call periods
e This support ensures consistency of response and reduces the operational burden on on-
call commanders.
e The Tactical Commander retains operational decision-making authority during their on-
call period, including management of operational pressures and initial incident response.
e The Strategic Commander provides leadership, assurance, and risk oversight, and
supports escalation where required.

This separation ensures clarity of accountability while avoiding duplication of function.

9.12 |CS On Call Rota

The EPRR Team will be maintaining a weekly Integrated Care System wide on call rota providing
oversight of the contact details (organisation, name, phone number and email) of all on call
commanders within the CWICS covering an 8 day period from Monday to Monday.

The rota will be circulated with all members of the rota, and ICS providers every Monday for the
week commencing that day. The process is described in the ICS Rota SOP owned by the EPRR
Team.

9.13 Documentation and Accessibility

CWICB & HWICB will ensure that on-call staff have the appropriate equipment to be contacted
while out of the office; this could include a range of mobile devices, smartphones, tablets, laptops
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etc. Staff leaving their on-call responsibilities must return all equipment and documents that have
been given to them for this purpose.

Information for on-call teams will be kept in a central folder/area with appropriate access
restrictions placed upon it. A hard copy of all documentation will also be kept in the ICB SPOC
office. All those on-call should be able to access this folder in and out of usual business hours.
The access and folder will be managed by a named post.

The ICB on-call resource pack will hold key information including contact lists, current policies
e.g. Demand Management Policies, and operating procedures such as the Incident Response
Plan, the ICC Standard Operating Procedure and alerting protocols.

The on-call pack will also include an incident/event notification log, a decision log, a
communications record (phone calls made and received, text and e-mail messages) and a
briefing template that records key facts which form the basis for decision making i.e. escalation
to the next level of readiness or response.

It is incumbent on on-call staff to ensure that they maintain access to the latest copies of these
documents, whether electronic or in hard copy, and that this is maintained at all times. Staff should
be cognisant of the security markings of documents and manage them in line with CWICB &
HWICB Document and Records Management Policy and the Cabinet Office Government
Security Classifications document. This approach extends to the management and handling of
on-call rotas and contact lists that hold personal information.

9.14 Handover & Briefing

The System Coordination Centre (SCC) will support and coordinate handovers between on-call
periods, ensuring continuity of information, including ongoing incidents, risks, and required
actions.

Those on-call should proactively arrange handover of on-call duties using the following
procedure:

e Qutgoing on-call commander — prior to changeover at 0800 the following day — contact
the SCC mailbox and the next on call commander to report any incidents from your
allocated on call period that may need further action, and to confirm any other handover
processes.

¢ Following an incident, the outgoing on-call team should ensure they remain contactable
for a period of 1 hour to address any handover queries that may arise

¢ In the event the on-call team is required to take a command role in an incident, those
individuals should undergo a ‘hot’ de-brief prior to going off duty to ensure that any lessons
or issues can be captured and to ensure wellbeing support is considered.

10 Decision Logging and Record Keeping

For accurate record keeping and auditing purposes, all staff members that fulfil an incident
response lead role at either Strategic or Tactical level are trained in the principles of Defensible
Decision Making.

Those on call must keep a log of each time they are contacted or make contact in relation to their
on call activities. This should include any issues or escalations, including ambulance handover
delays. It is the responsibility of the on call commander to keep a personal log that is clearly
identifying who is writing the log and what on call position they hold.
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Decisions must be recorded in a way that makes them auditable. Individual decision makers must
be identified and accountable for decisions they make. Wherever possible the rationale
supporting the decision should be recorded along with the decision itself. All decisions should be
proportionate, necessary, and legal.

Due to the nature of the on call functions, and aligned to remote working practices, these records
can be kept electronically as long as they are #timestamped and emailed to SPOC to be archived.
The recommendation is that on call activity logs are kept for 10 years.

Log books for incident response will be provided to on call colleagues and trained loggists on a
individual basis. These are to be returned to the EPRR after use following a incident, or upon the
commander leaving the organisation.

The purpose of completing a log/record of on call events is:

o to support staff in keeping a record of actions taken, conversations and decisions so that
they can refer back during an ongoing incident

o to protect staff and the decisions that they make when they are on call. In an inquest or
court of law, if it is not written down there is no evidence that any event or decision took
place

e to provide a learning tool for all on call staff, so that others can learn from the situations
faced and the decisions taken in response to them

A central repository of completed logs will be maintained by the EPRR team, to aid learning and
in case it needs to be referenced in the future.

CWICB & HWICB has access to a pool of trained loggists to support to the decision maker in
the accurate recording of decisions during the response to an incident. Further details on the use
of loggists are documented in the Incident Response Plan.

11 System and Partnership Working

Other ICS member organisations which are Category 1 responders (NHS provider organisations
and Councils) maintain their own on call capacity and capability to manage incidents which affect
them directly. The ICB will work in partnership with these organisations to respond to incidents
and events affecting them and the wider ICS geography.

Where appropriate, NHS provider organisations will escalate issues to CWICB & HWICB for
support and leadership across a place or across Coventry and Warwickshire and Herefordshire
and Worcestershire. Similarly, CWICB & HWICB will escalate issues which require support from
NHS England Midlands.

The CWICB & HWICB provides the SCC single of point of contact for local partners in Coventry
and Warwickshire and Herefordshire and Worcestershire who may wish to contact the NHS to
advise of an incident, emergency or formally declared major incident that requires a multi-agency
response. These organisations and partners will be advised of the detail of the single point of
access to on call staff and be kept updated if there are any changes to these arrangements.
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12 Continuous Improvement

12.1  Training

Suitable training will be provided to any member of staff who is expected to undertake on-call
activities, to enable them to be confident in what is expected of them.

Before commencing on-call activities, staff should have undertaken mandatory training required
for their role, and training which familiarises staff with the specific arrangements in line with the
ICBs EPRR Team Training Needs Analysis, including:

e Expectations of all on-call staff (including the principles outlined in this guidance)

e Familiarisation with response plans including any specific plans, such as pandemic
influenza, business continuity, pressure and escalation etc. This should include a
particular focus on key elements such as action cards, incident reporting forms and logs,
escalation arrangements and contact details

e Familiarisation of local EPRR arrangements, geographies, key risks outlined on the
Community Risk Register(s),

e Familiarisation of terminology and structures, especially Strategic Coordination Group
(SCG) arrangements in multi-agency response to major incidents

e Access, purpose and use of all documentation and resources provided to on call staff

e Principles of setting up and running a local Incident Coordination Centre

e How to maintain personal logs during an incident, along with working with a dedicated
Loggist (especially for Tactical and Strategic on-call managers)

It should be noted that other senior leaders at an SCG or other formal multi-agency response
setting will have undertaken a wide range of courses and exercises as part of their response role,
so it is expected that on-call staff should work with the EPRR and Operations teams to ensure
that they undertake as wide a range of further training as possible. EPRR and Operations staff
will be able to advise further depending on staff requirements, particular local risks, and training
resources which may be available through local resilience partnerships.

12.2 Formal Training (Mandatory & Supplemental)

Tactical and Strategic Commanders will receive formal training in Principles in Health Command
(PHC) delivered by NHSE and subject to availability. This will include the dynamic risk
assessment process which will need to be applied in any incident scenario, to ensure they have
the skills and knowledge to undertake this role effectively, as well as ensuring that the appropriate
competencies of its on-call staff are developed and maintained in line with the Civil Contingencies
Act 2004 and mandatory elements of the National Occupational Standards (NOS (Skills for
Justice)) for responding to emergencies.

Formal training must also be undertaken in the legal implications of incidents afterwards if public
inquiries are held, and the importance of effective record-keeping and management. This training
is mandatory for Strategic Commanders.

Formal training is further required to understand the media implications of incidents and prepare
Strategic Commanders for fronting media interviews. This is mandatory for the Strategic tier.

In the event of a protracted or different incident arising which requires new, specialised response
plans to be put in place, all on-call staff must ensure they complete any dedicated training which
may be put in place for these events.

Staff undertaking such training as outlined above should include this in their Personal
Development Review and subsequent plan, and also include it in their job description if possible.

Individuals who have undertaken their formal training will be required to undertake an ongoing
programme of Continual Professional Development (CPD) which is logged and evidenced within
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a Professional Development Portfolio (PDP) as outlined in the minimum occupational standards
and national EPRR Framework.

12.3 Exercising

As emergencies by their very nature are unpredictable, the best way to regularly evaluate the
effectiveness of response plans and the competence of staff using those plans, is to take part in
regular exercises. NHS organisations are required to undertake exercises regularly, as set out in
the EPRR Policy. To ensure all on-call staff continue to meet competencies, remain up to date on
their local response arrangements, and also meet external compliance requirements, on-call staff
should be involved in at least one exercise every 2 years. This should be formally recorded in a
PDP and a formal debriefing undertaken.

It is recommended that all on-call staff take part in both internal exercises wherever possible.
CWICB & HWICB share the Warwickshire LRF, West Midlands LRF, and West Mercia LRF
exercise programme with colleagues and identify suitable exercises for this purpose.

Taking part in an incident response also fulfils some of the requirements of exercising.
Communications exercises are conducted regularly as part of the maintenance and management
of the on-call arrangements. All staff that fulfil an on call role are expected to respond should they
be contacted for these purposes.

12.4 Records of Training & Exercising

On call staff must keep an annual record of all training and exercising undertaken, as part of a
PDP, to ensure they achieve and maintain the required competencies. They should keep their
EPRR lead updated on such activities.

The EPRR Team will also be maintaining a central record of training and exercises for the
organisation.

12.5 Debriefing & Lessons Identified

An essential part of planning for and responding to incidents and emergencies is reviewing the
response and ensuring all important information is captured.

A formal process will be in place within the ICB to ensure that formal debriefing processes are
undertaken after any response to an exercise, test or incident, so that lessons can be identified,
and plans revised as required in line with EPRR Policy.

Debriefing will also help to identify any training needs which may need addressing, either at an
individual level or a new element for which training needs to be provided.

13 Compliance

The CWICB & HWICB is required to provide assurance to its Board and to NHSE, that the incident
and emergency response arrangements of the system “are fit for purpose, in line with national
guidance and recognised best practice and able to respond to any incident as part of a
multiagency response”.

This process includes the CWICB & HWICB itself at all levels, evaluating the effectiveness of on
call arrangements and the competencies of staff participating in on call rotas. This work
encompasses within the EPRR Work Programme and is reviewed quarterly within the EPRR
Working Group.
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14 Monitoring Compliance
14.1 Monitoring Table

Aspect of | Monitoring Individual/ | Frequency | Group | | Group /
compliance method (i.e. | department | of the | committee | committee /
or regular responsible | monitoring | which  will | individual
effectiveness | audits/reviews) | for the | activity receive the | responsible
being monitoring | (i.e. findings /| for
monitored Monthly/ monitoring | ensuring
Annually) | report that the
actions are
completed
Emergency Quarterly Head of | Quarterly EPRR EPRR
Preparedness | progress review | EPRR Working Working
Response & | / Once exercised Group & | Group/ Head
Resilience - |or tested via Corporate of EPRR
EPRR Work | incident Management
Programme response / Once Committee
updated
legislation or
guidance
published
(whichever
comes soonest)

Compliance with this policy will be monitored through routine assurance mechanisms, including
rota coverage reviews, training compliance checks, incident debriefs, and audit of decision logs.

Findings will be used to inform continuous improvement and may be escalated to senior
governance forums where risks or systemic issues are identified.

15 Staff Compliance Statement

All staff must comply with this ICB-wide policy and failure to do so may be considered a
disciplinary matter leading to action being taken under the ICBs’ relevant HR policies. Actions
which constitute breach of confidence, fraud, misuse of NHS resources or illegal activity will be
treated as serious misconduct and may result in dismissal from employment and may in addition
lead to other legal action against the individual/s concerned.

Copies of the ICBs’ HR policies are available on the ICBs’ intranets and websites.

16 Equality Statement

In applying this policy, the ICBs will have due regard for the need to eliminate unlawful
discrimination, promote equality of opportunity, and provide for good relations between people of
diverse groups, in particular on the grounds of the following characteristics protected by the
Equality Act (2010); age, disability, gender, gender reassignment, marriage and civil partnership,
pregnancy and maternity, race, religion or belief, and sexual orientation, in addition to offending
background, trade union membership, or any other personal characteristic.
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17 Impact Assessments Statement

The public sector equality duty (Equality Act (2010) places a statutory duty upon the ICBs to
ensure they eliminate unlawful discrimination, harassment and bullying, advance equality of
opportunity and foster good relations. The ICBs must also demonstrate how they have assessed
the positive or negative impact of any policy, strategy, guideline or service and organisational
change introduced. Currently, the ICBs perform this assessment through undertaking an equality
impact assessment (EIA). It is the duty of the policy author to complete an EIA for all new policies
and for those with category 3 changes and attach it to the policy template before submission (see
section 3, Impact Assessments toolkit, separate spreadsheet).

Depending on the scope and subject matter of the policy, one or more of the following impact
assessments may also be required to demonstrate that the positive or negative impact/s of a
policy have been assessed. It is the duty of the policy author to complete the following impact
assessments as appropriate. These are contained within the section 3 impact assessments toolkit
mention above:

e Quality Impact Assessment (QIA);

e Data Privacy Impact Assessment (DPIA);

e  Sustainability Impact Assessment (SIA).

18 Security and Fraud Statement

18.1 The ICBs are committed to reducing theft and fraud in the NHS as it diverts valuable resources away
from patient care. Therefore, consideration has been given to the potential for theft and fraud to
occur in relation to this policy and what action should be taken.

The ICBs will therefore investigate all referrals or suspicions of theft or fraud, in line with the
organisation’s Preventing Fraud, Bribery and Corruption Policy and Disciplinary Policy.

Any concerns over deliberate misapplication of the policy should be reported to:
o Counter Fraud Specialist or Chief Finance Officer

) Local Security Management Specialist

. National Fraud and Corruption reporting line on 0800 028 40 60

. Online at https://cfa.nhs.uk/report-fraud

19 Open Learning Culture and Speaking Up Statement

19.1 The ICBs are committed to developing an open learning culture and have endorsed the view that
whenever possible, disciplinary action will not be taken against members of staff who report adverse
incidents and near misses, although there may be clearly defined occasions when disciplinary action
may be taken. These principles are embedded within the ICBs’ policies which address managing
incidents, raising concerns, and Freedom to Speak Up.

20 Associated Records

Leqislation and Guidance
The following legislation and guidance have been taken into consideration in the development of
this document:
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On Call Policy

Civil Contingencies Act 2004
https://www.legislation.gov.uk/ukpga/2004/36/contents
Emergency Preparedness — Statutory guidance (CCA 2004)
https://www.gov.uk/government/publications/emergency-preparedness
Emergency Response and Recovery — Non statutory guidance (CCA 2004)
https://www.gov.uk/government/publications/emergency-response-and-recovery
NHS Constitution for England
https://www.gov.uk/government/publications/the-nhs-constitution-for-england/
NHS England EPRR Framework & Guidance
https://www.england.nhs.uk/ourwork/eprr/gf/#eprr
Health and Care Act 2022

https://www.legislation.gov.uk/ukpga/2022/31/contents
Health and Social Care Act 2012
https://www.legislation.gov.uk/ukpga/2012/7/contents
The role of Local Resilience Forums: A reference document
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attach
ment data/file/62277/The role of Local Resilience Forums-

A reference _document v2 July 2013.pdf
Corporate Manslaughter Act 2007
https://www.hse.gov.uk/corpmanslaughter/index.htm
Human Rights Act 1998
https://www.legislation.gov.uk/ukpga/1998/42/contents
Minimum Occupational Standards for NHS Emergency Preparedness, Resilience and
Response (MOS)
https://www.england.nhs.uk/wp-content/uploads/2022/07/B1568 minimum-occupational-
standards-for-emergency-preparedness-resilience-and-response.pdf
Health and Care Bill: Integrated Care Boards and local health and care systems
https://www.gov.uk/government/publications/health-and-care-bill-factsheets/health-and-
care-bill-integrated-care-boards-and-local-health-and-care-systems
National Risk Register 2020
https://www.gov.uk/government/publications/national-risk-register-2020
Guidance for NHS commissioners on Equality and Health Inequalities legal duties
https://www.england.nhs.uk/wp-content/uploads/2015/12/hlth-inqual-quid-comms-

dec15.pdf

CWICB & HWICB Associated Documents

Business Continuity Management System

Incident Response Plan

Business Continuity Plan

System Coordination Centre and Incident Coordination Centre SOP
CWICB & HWICB On Call Rota

NHSE Associated Documents

Midlands Alerting Process
https://nhs.sharepoint.com/:b:/s/msteams 794ac2/ESFQTVL0oQIOiuh05 P3AvoBsyxxW
Q BHQiKwSdzBTOOpw?e=14AZYf

The most up to date version of all ICB documents referenced in this policy can be accessed via
the ICB Document Library
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21 Definitions

Term Definition
AEO Accountable Emergency Officer
o Civil Contingencies Act 2004 - Act of 2004 which established a single
CCA framework for Civil Protection in the United Kingdom. Part 1 of the Act establishes a

clear set of roles and responsibilities for Local Responders; Part 2 of the Act
establishes emergency powers

o Emergency Preparedness, Resilience and Response EPRR is defined by a
series of statutory responsibilities under the Civil Contingencies Act (2004) and in the

EPRR NHS EPRR Framework. This requires NHS-funded organisations to maintain a
robust capability to plan for, and respond to, incidents or emergencies that could
impact on health or services to patients

o Health & Social Care Act 2012 - (c 7) is an Act of the Parliament of the
HSCA United Kingdom. It provides for the most extensive reorganisation of the
structure of the National Health Service in England to date
ICB Integrated Care Board
ICC o Incident Coordination Centre - a facility to provide communication,

coordination, leadership and decision making during an incident or emergency.

ICS Integrated Care System

o Information, Communications & Technology - is an umbrella term that

ICT includes any communication device or application, encompassing radio, television,
cellular phones, computer and network hardware and software, satellite systems
and so on

IRP Incident Response Plan

o Local Resilience Forum - Process for bringing together all the Category 1
LRF and 2 responders within a police force area for the purpose of facilitating co-
operation in fulfilment of their duties under the Civil Contingencies Act

NHSE NHS England

o National Occupational Standards - statements of the standards of
NOS performance individuals must achieve when carrying out functions in the
. workplace, together with specifications of the underpinning knowledge and
understanding.
OOH o Out of Hours — any time out of normal office hours, usually 5pm — 8am on
weekdays, all day Saturday & Sunday and public holidays
PDP o Personal Development Portfolio— Employees’ formal record for professional
achievement and development in their working role(s)
SCG o Strategic Coordinating Group - Multi-agency body responsible for co-

ordinating the joint response to an emergency at the local strategic level
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	Agenda 09 App A EPRR Policy
	1 Scope
	1.1 This policy applies to all activities and functions of Coventry and Warwickshire ICB and Herefordshire and Worcestershire ICB, operating under clustered arrangements. It applies to all employees, appointees, contractors, agency staff and others wo...
	1.2 For the purpose of this policy, Coventry and Warwickshire ICB and Herefordshire and Worcestershire ICB are referred to as “C&W ICB and H&W ICB” or “the clustered ICBs”. Where the policy refers to “the relevant ICB”, this means the ICB responsible ...
	1.3 The clustering arrangement does not remove the requirement for place-based EPRR governance, local risk assessment, Local Resilience Forum engagement, Local Health Resilience Partnership engagement, health system coordination, incident response, as...

	2 Introduction
	2.1 The NHS needs to be able to plan for and respond to a wide range of incidents and emergencies that could affect health or patient care. These could be anything from extreme weather conditions to an infectious disease outbreak or a major transport ...
	2.2 This work is referred to in the health service as ‘Emergency Preparedness, Resilience and Response’ (EPRR).
	2.3 C&W ICB and H&W ICB operate under a clustered model and will align EPRR policy, assurance, training, exercising and response arrangements where appropriate. Each ICB continues to discharge statutory responsibilities across its relevant footprint, ...

	3 Statement of Intent
	3.1 C&W and H&W ICBs will maintain effective Emergency Preparedness, Resilience and Response arrangements across both ICB footprints. The clustered ICBs will work together to meet their statutory duties as Category 1 responders under the Civil Conting...
	3.2 Where policy, plan or response arrangements are shared across the cluster, responsibilities, decision authority, reporting routes and handover arrangements must be clearly recorded. Where an incident affects both ICB areas, or has cross-border imp...

	4 Strategic Context, Legislation and Statutory Duties
	4.1 ICBs are defined as category 1 responders under the Civil Contingencies Act (2004). This means they are at the core of the response to most emergencies. Category 1 responders are subject to the full set of civil protection duties as listed below.
	 Assess the risk of emergencies occurring and use this to inform contingency planning
	 Put in place emergency plans
	 Put in place business continuity management arrangements
	 Put in place arrangements to make information available to the public about civil protection matters and maintain arrangements to warn, inform and advise the public in the event of an emergency
	 Share information with other local responders to enhance co-ordination
	 Co-operate with other local responders to enhance co-ordination and efficiency.
	4.2 In addition to its duties under the Civil Contingency Act, the C&W ICB and H&W ICB recognise their EPRR responsibilities as detailed within section 46 of the Health & Social Care Act 2012 (H&SCA) and will, in partnership with their commissioned se...
	 Ensuring contracts with provider organisations contain relevant emergency preparedness, resilience (including business continuity) and response elements.
	 Supporting NHS England in discharging its emergency preparedness, resilience and response functions and duties locally
	 Have in place an EPRR annual work programme, informed by CCA requirements and the NHSE EPRR Core standards.
	 Commit to regular participation in training and exercising both singularly and, in cooperation with partner agencies.
	 Providing and offering support with local Category 1 responders, engage with Category 1 responders during any declared incident/s and cooperate and share information and plans for declared Major and Business continuity incidents with all LRF and LHR...
	 Fulfilling the responsibilities as a Category 1 Responder under the Civil Contingencies Act 2004 including maintaining business continuity plans for their own organisation
	 Maintain the ability to access any required additional funding/s in relation to any incident.
	 Have in place a EPRR work programme
	 Through the clustered ICBs Accountable Emergency Officer (AEO) the clustered ICBs will co-chair the Local Health Resilience Partnership in partnership with Director of Public Health (DPH)
	 Seek assurance that provider organisations are delivering their EPRR obligation/s.
	4.3 The ICBs EPRR programme will adhere to the underpinning principles of the NHS EPRR Framework 2022:
	 Preparedness and anticipation
	 Continuity
	 Subsidiarity
	 Communication
	 Cooperation and integration
	 Direction.
	4.4 The C&W ICB and H&W ICB will ensure its compliance with legislation, guidance, and framework documents, including but not limited to:
	 Civil Contingencies Act (2004)
	 Emergency Preparedness – Statutory Guidance (CCA 2004)
	 Emergency Response and Recovery – Non statutory guidance (CCA 2004)
	 NHS Constitution for England – including the NHS Standard Contract Service Conditions (SC30)
	 NHS Act 2006
	 NHS England EPRR Framework 2022 and associated guidance
	 Health and Care Act 2022
	 Health and Social Care Act 2012
	 Corporate Manslaughter Act 2007
	 Human Rights Act 1998
	 Minimum Occupational Standards for NHS Emergency Preparedness, Resilience and Response
	 Health and Care Bill: Integrated Care Boards and local health and care systems
	 National Risk Register 2020
	 Guidance for NHS commissioners on Equality and Health Inequalities legal duties
	4.5 The minimum requirements that commissioners and NHS-funded organisations must meet are set out in the current NHS EPRR Core Standards. This is achieved through the collaborative production of plans for incident response, business continuity and re...

	5 Purpose
	5.1 The aim of the Emergency Preparedness, Resilience and Response (EPRR) Policy is to outline the organisation’s requirements and approach to complying with EPRR responsibilities under the CCA, NHS EPRR Framework and other relevant legislation and na...
	5.2 This policy sets out how C&W ICB and H&W ICB will comply with statutory and regulatory EPRR requirements, including preparedness, response, recovery, assurance, training, exercising, risk management, business continuity interfaces, communications,...
	5.3 The policy aims to ensure the following objectives are met:
	 Ensure effective arrangements are in place to deliver appropriate care to patients affected by an emergency or incident
	 Development and approval of an EPRR framework in line with the CCA (2004)
	 EPRR arrangements are communicated and fully embedded in the organisation’s culture
	 EPRR arrangements and programme are governed and reviewed to ensure compliance.
	5.4 The CW ICB and HW UCB operates under strategic objectives designed to improve healthcare outcomes, foster integration across services, and address health inequalities in the region. The EPRR Policy has been aligned to addressing organisations stra...

	6 Roles and Responsibilities
	6.1 Integrated Care Boards
	6.2 ICBs’ Board
	6.3 The Chief Executive Officer (CEO)
	6.4  The Accountable Emergency Officer (AEO)
	6.5 Deputy AEO Role:
	6.6 Additionally, the AEO (or Deputy AEO) is responsible for:
	6.7 Strategic & Tactical Commanders (On-Call):
	6.8 ICB EPRR Team
	6.9 Executive Directors / ICB Directorate Leads
	6.10 Chief Finance Officer
	6.11 The Data Security and Protection Toolkit (DSPT)
	6.12  Other roles
	6.12.1 All Staff
	6.12.2 Communications Team
	6.12.3 Contracting and Commissioning Teams
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	7.1  EPRR Approach
	7.2  Planning structures
	7.3 Annual Work Programme
	7.4 Risk assessment and risk management process
	7.4.1  Risk Assessment
	7.4.2 Risk management process
	7.4.3 Climate Adaptation Planning

	7.5  Emergency Planning
	7.5.1 NHS Incident Classification
	7.5.2 Incident Response
	7.5.3 System Coordination Centre (SCC) and Incident Coordination Centre (ICC)
	7.5.4 Decision Logging
	7.5.5 Mutual Aid
	7.5.6 On-call Arrangements

	7.6  Business Continuity
	7.7 Co-operation and Information Sharing
	7.7.1 Warning and Informing Staff and the Public

	7.8  Embedded Emergency Planning
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	Training records
	EPRR Role Specific Training
	Strategic Commander Training
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	1 Scope
	1.1 This Business Continuity Management System (BCMS) policy applies to Coventry & Warwickshire Integrated Care Boards and Herefordshire & Worcestershire Integrated Care Boards (CWICB & HWICB) and establishes a structured approach to identifying, miti...
	1.2 Please note that Coventry & Warwickshire Integrated Care Board and Herefordshire & Worcestershire Integrated Care Board remain as separate legal entities but operate as one organisation.
	1.3 This policy covers:
	1.4 The identification and implementation of preventable measures to minimise the risk of business continuity disruptions.
	1.5 Ensuring CWICB & HWICB can recognise and sustain critical functions during incidents while complying with statutory requirements.
	1.6 Providing a framework for management oversight of the business continuity programme.
	1.7 Establishing standards for the development, implementation, maintenance, training and exercising of business continuity plans across the organisation.

	2 Introduction
	2.1 The NHS needs to be able to plan for and respond to a wide range of incidents and emergencies that could affect health or patient care. Additionally, the NHS needs to be able to continue to deliver its services in the face of disruptive incident. ...
	2.2 This document describes how CWICB & HWICB will meet the requirements of EPRR obligations set out in the Civil Contingencies Act (CCA) 2004 and the NHS Act 2006 (as amended by Health and Social Care Act 2012 and Health and Care Act 2022) alongside ...
	2.3 The CWICB & HWICB Business Continuity Management Strategy provides the methodology by which the organisation establishes and maintains a comprehensive Business Continuity Management System (BCMS) that is align to ISO 22301, PAS 2015:2010 and the N...
	2.4 In developing and maintaining this BCMS, CWICB & HWICB also draws on the Business Continuity Institute (BCI) Good Practice Guidelines and principles. The BCI Good Practice Guidelines provide a globally recognised framework for business continuity,...
	2.5 This document should be read in conjunction with the CWICB & HWICB Incident Response Plan, the Business Continuity Plan, and other EPRR related guidance and plans, which detail the operational response to be implemented for any incident.

	3 Purpose
	3.1 The Business Continuity Management approach for CWICB & HWICB will align to the CWICB & HWICB EPRR Policy, NHSE BCM guidance and toolkit, ISO 22301, Business Continuity Institute Good Practice Guidelines, and legal requirements. The CWICB & HWICB ...
	3.2 This Policy represent the overarching document that establishes the Business Continuity Management programme for the CWICB & HWICB, provides the strategic direction from which the programme is delivered, defines the way in which the organisation w...
	3.3 This policy is intended to be used in conjunction with the overarching Emergency Preparedness, Resilience and Response (EPRR) Policy. The CWICB & HWICB Business Continuity Management System aligns with the organisations strategy and objectives

	4 Definitions
	4.1 NHS Incident Classification
	The NHS defines three incident categories depending on the nature and impact of the event.
	4.2 Business Continuity Incident

	5 Duties/Responsibilities
	5.1 Strategic Context; Statutory, Regulatory and Contractual requirements
	5.2 Governance and Authority for BCMS Document Sign Off
	5.3 Roles and responsibilities
	5.3.1 Accountable Emergency Officer (AEO)
	5.3.2 Information Governance Function
	5.3.3 Senior Information Risk Owner (SIRO)
	5.3.4 Procurement Team
	5.3.5 Emergency Planning Team
	5.3.6 Directorate Leads
	5.3.7 Directorate Business Continuity Lead
	5.3.8 Team / Department Managers
	5.3.9 All Staff


	6 Integrated Care Board Business Continuity Management System
	6.1 Business Continuity Management Approach
	6.1.1 Establishing a BCMS
	6.1.2 Embracing Business Continuity
	6.1.3 Analysis
	6.1.4 Solution Design
	6.1.5 Enabling Solutions
	6.1.6 Validation

	6.2 Analysis
	6.2.1 Risk Assessment
	6.2.1.1 Documenting and Managing Risk
	6.2.1.2 Acceptable Risk

	6.2.2 Business Impact Analysis (BIA)
	6.2.2.1 Business Impact Assessment Method
	6.2.2.2 Data collection
	6.2.2.3 Use of BIA information


	6.3 Design
	6.3.1 Business Continuity Plans
	6.3.1.1 Business Continuity Management Planning Overview
	6.3.1.2 Minimum Standards for Plans
	6.3.1.3 Directorate & Team / Service Business Continuity Plans
	6.3.1.4 Plan Updating, Monitoring and Review
	Version control
	6.3.1.5 Plan Retention and Storage
	6.3.1.6 Planning Assumptions


	6.4 Supply Chain Continuity Management
	6.4.1 Contract Types
	6.4.1.1 Primary Care Contracts
	6.4.1.2 Service Provider and General Contracts

	6.4.2 Supplier Resilience Scoring Matrix
	6.4.3 Procurement

	6.5 Mutual Aid
	6.6 Cyber Security, IT Systems, and Infrastructure
	6.6.1 Key Products and Services Within the Scope of BCMS
	6.6.2 Appropriate Risk Assessments


	7 Dissemination & Implementation
	7.1 Plan Dissemination
	7.2 Communication
	7.2.1 BC Awareness Communication Methods
	7.2.2 Frequency
	7.2.3 Evaluating Communication
	7.2.4 Warning and Informing Staff and the Public

	7.3 Resource Management

	8 Training & Exercising
	8.1 Training
	8.1.1 Assessing Training Needs
	8.1.2 Training Delivery
	8.1.3 Training Records
	8.1.4 Training Evaluation

	8.2 Exercising
	8.2.1 Exercising Debriefing and Reports
	8.2.2 Exercise Records
	8.2.3 Testing of Specific Business Continuity Arrangements


	9 Monitoring Compliance
	9.1 Governance
	9.1.1 Document Review and Approval
	9.1.2 Reporting Arrangements
	9.1.3 Monitoring

	9.2 Acceptable Levels of Assurance
	9.3 Audit and Key Performance Indicators (KPIs)
	9.3.1 Auditing Method
	9.3.2 Audit Reporting

	9.4 Review, Update and Compliance
	9.4.1 Monitoring Table

	9.5 Applying BCI Good Practice Principles

	10 Staff Compliance Statement
	11 Equality & Diversity
	12 Impact Assessments Statement
	13 Security and Fraud Statement
	14 Open Learning Culture and Speaking Up Statement
	15 References & Bibliography
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	17.1 Appendix A Mitigation Strategies
	17.2 Appendix B Incident Trigger Levels


	Agenda 09 App C On Call Policy
	1 Scope
	This policy will:
	 Define the roles and responsibilities of the Tactical and Strategic Commanders
	 Cover teams and subject matter experts that might be required to fulfil on call functions
	 Outline how the organisation fulfils duties placed upon it under the Civil Contingencies Act (2004)
	 May be supplemented with local information and/ or requirements following discussion with participants and provide clarity with respect to the role and requirements
	 Set out best practice guidelines for management of on call rotas across the organisation
	 This policy also applies to the management and escalation of system pressures, including Urgent and Emergency Care (UEC) pressures, and other periods of sustained operational challenge that require out of hours senior leadership and coordination.
	 The on-call arrangements described within this policy include response to all EPRR incidents, business continuity incidents, cyber or IT related incidents affecting NHS commissioned services, and system-wide operational pressures, unless alternative...

	2 Introduction
	2.1 The purpose of this document is to set out the arrangements and provide information for the individuals completing on call period for Coventry and Warwickshire Integrated Care Board and Herefordshire and Worcestershire Integrated Care Board (CWICB...
	 Civil Contingencies Act 2004
	 Health and Care Act 2022
	 NHS England Emergency Preparedness Resilience and Response Framework
	 NHS England Core Standards for EPRR
	The organisation has statutory duties under the Civil Contingencies Act (CCA) 2004 and the NHS Act 2006 that require response arrangements to be in place and a 24/7 point of contact available to ensure that the organisation can be alerted to and respo...
	This document does not supersede the Agenda for Change, NHS terms and conditions of service handbook or individual contracts of employment. This document is intended to bring the relevant information from these documents into one place.

	3 Purpose
	The NHS needs to be able to plan for and respond to a wide range of incidents and emergencies that could affect health or patient care. The Civil Contingencies Act (2004) requires Category 1 responder organisations such as the ICB to maintain the abil...
	CWICB & HWICB also works in partnership with other agencies within Coventry and Warwickshire and Herefordshire and Worcestershire and the wider region, including, but not limited to the Warwickshire Local Resilience Forum, the West Midlands Conurbatio...
	This framework is to be used in conjunction with the ICBs Emergency Preparedness, Resilience and Response policy and incident response plans

	4 Principles
	4.1 Governance and Accountability

	5 Definitions
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