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1. Introduction 

1.1. Use of removable media and devices is an increasingly popular way of storing information; 
however, NHS Coventry and Warwickshire Integrated Care Board (‘the ICB’) must ensure it 
complies with the principles of the Data Protection Act 2018 for the handling of all information, 
particularly personal confidential data (PCD) and special category data. Information must be 
secure and confidential at all times. 

 
The Department of Health requires that all removable media must be encrypted when used to store 
personal confidential data (PCD) and/or sensitive information. 
 

2. Purpose 

2.1. This policy details how removable media and devices should be used within the ICB and how the 
information held on removable media and devices must be done so in a secure manner. 

3. Definitions  

3.1. Removable Media/Device  
 
Removable media/device is any piece of equipment that can be connected to a PC/Laptop and 
information transferred to it i.e. USB memory sticks, external hard drives, floppy disks, CDs and 
DVDs. 
 
This also includes digital cameras, Personal Digital Assistants (PDAs), mobile phones, iPod and 
MP3 players etc. 
 

3.2. Encryption  
 
Encryption is a way to enhance the security of a file by scrambling the contents so that it can be 
read only by someone who has the right password to unscramble it. Encryption software turns text 
into code format, therefore undecipherable. 
 
Encryption software must be supplied by the provider of Corporate IT (the provider). Individual’s 
own software is not accepted by the ICB and the provider and may not meet the Department of 
Health’s specifications. 
 

3.3. Personal Information  
 
This is information that relates to an individual person. 
 

3.4. Personal Confidential Data  
 
Personal confidential Data (PCD) is information that if used alone or together with other information 
would identify a living individual i.e. name, address, date of birth, NHS number etc. 
 

3.5. Sensitive Information  
 
Sensitive Information includes Special Category Data and organisationally sensitive data. 
 
Special Category Data 
 
Special category data is personal data, which is more sensitive, and so needs more protection. It 
includes Information becomes sensitive if it includes any of the following types of information about 
an identifiable, living individual: 
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• race; 

• ethnic origin; 

• politics; 

• religion; 

• trade union membership; 

• genetics; 

• biometrics (where used for ID purposes); 

• health; 

• sex life; or 

• sexual orientation. 

Organisationally Sensitive Data 
 
Organisationally sensitive data is information that could affect the commercial standing or 
reputation of the ICB. For example, corporate information could include planning reports, end of 
year accounts prior to being published/approved etc. this information is referred to as ‘commercially 
sensitive’ information. 
 

3.6. Users 
 
Users are individuals using equipment/removable media. 
 

4. Roles and Responsibilities 

4.1. The ICB’s Chief Executive has ultimate accountability for ensuring that the ICB comply with 
statutory, mandatory and best practice requirements in relation to information security and 
confidentiality. 
 

4.2. The ICB’s Chief Transformation Officer is responsible for ensuring:  
 

• that procedures are in place for the safeguarding of information, particularly PCD and 
sensitive information;  

• that there are systems and processes in place to ensure the safeguarding of information can 
be implemented e.g. encryption software. 

4.3. The Senior Information Risk Owner (SIRO) role is performed by the ICB’s Associate Director of 
Governance and Corporate Affairs. As SIRO they are responsible to the ICB’s Governing Bodies 
and Accountable Officer for reporting information security risks. 
 

4.4. The Associate Director of Governance and Corporate Affairs is responsible for: 
 
• receiving and reviewing performance reports (detailing any information breaches). Where non-

compliance is identified, this will be discussed with the Chief Transformation Officer and 
appropriate action will be agreed and monitored; 

• establishing good practice for the management of PCD and sensitive information and reporting 
serious information risks to the SIRO. 
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4.5. The provider’s Information Technology (IT) Department will provide resources to ensure the ICB’s 
IT equipment is encrypted, including removable media/devices. 
 
Every staff member is responsible for ensuring they comply with this policy. Inappropriate use of 
removable media/devices may result in disciplinary action. 
 
All staff have a duty to report any actual or potential information security incidents in accordance 
with the ICB’s Incident Reporting Policy. 
 

5. Process 

5.1.  Removal Media approved for use in the ICB 
 
The ICB supports the use of the following removable media:   
 
• USB Memory sticks (advice available from the CWPT IT Department)  

The following must not be connected to the ICB machines in order to store information from the 
server to the device as these devices are not encrypted. (i.e. downloading from the server to the 
device):  
 
• External hard drives; 

• Floppy Disks; 

• CD-ROMs; 

• DVDs; 

• Personal Digital Assistants (PDAs); 

• Mobile phones (non-ICB); 

• iPod and MP3 players; 

• Digital cameras; 

• iPads (non-ICB). 

The ICB will not bear any responsibility for damage to equipment or loss of information if these 
devices are connected to a ICB computer and encryption software wipes the information already 
held on the device. 
 
Where staff require a Mobile Phone or iPad for work purposes, this will be supplied via the IT 
provider. Staff should adhere to the guidance they are given upon receipt in respect of using the 
device. 
 
Should it be necessary for the staff member to take a photograph using the Mobile Phone or iPad, 
the image must be kept secure at all times and until it is possible to upload to an appropriate folder 
on the provider’s server. 

 
5.2. Encryption 

All removable media will automatically be encrypted when plugged into a ICB computer with the 
purpose of downloading information from the server. You will have the option to decline encryption, 
however you will not be able to use the device if you do.  
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If you opt to encrypt the device any information already stored on it will be permanently deleted. 

Once the device has been encrypted it can only be used on other ICB machines. It will not work on 
non-ICB machines. If you need to use removable media on non-ICB machines you must have 
mobile encryption installed.  

5.3. Mobile Encryption  

Mobile encryption is software provided by the provider’s IT Department which allows users to use 
a device on ICB and non-ICB machines with the use of a password. Should this be required a 
request must be submitted to the provider’s IT Department.  

5.4. Using Removable Media (USB memory stick)  
 
When using removable media, users must comply with the following: 
 
•  information must not be stored on unencrypted devices, especially PCD or sensitive 

information; 

•  Removable media must only be used to store information when absolutely necessary. 

•  Passwords must never be shared; 

•  PCD or sensitive information should not be opened or viewed on non-ICB equipment. This 
includes home computers/internet cafes etc that do not have the appropriate encryption 
software and are not connected to the provider’s Server. When documents are opened a 
shadow copy is automatically saved to the computer – therefore could be accessed by anyone; 

•  All information held on removable media must be transferred back onto the provider’s Server 
via a ICB computer as soon as possible to ensure the master copy is saved on the provider’s 
Server and can be backed up by the provider’s IT Department;  

•  If a manager agrees that a member of staff needs to work from home/ agile working and/or in 
other non-ICB settings, ICB equipment that is appropriately protected/encrypted must be 
provided; 

•  Staff are responsible at all times to ensure that PCD and  sensitive data is at no point put at 
risk by being stored on unprotected/unencrypted removable media.  

5.5. Monitoring the use of removable media 

The provider’s IT Department will use monitoring software to regulate the use of removable 
media/devices. This will include, if necessary, requesting the removable item from the member of 
staff so that information stored on it can be checked or removed as appropriate. 

The provider’s IT Department will also report on any inappropriate or insecure use or removable 
devices and will alert the ICB’s Associate Director of Governance and Corporate Affairs so that 
corrective or disciplinary action can be taken.  

All ICB information is the property of the ICB. 

5.6 Information losses/breaches or loss of Removable Media 

Any loss of information or breach of confidentiality or loss of equipment must be reported via the 
ICB’s Incident Reporting Policy. 
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6. Training 

6.1. The ICB will carry out an annual Training Needs Assessment (TNA) and staff are required to 
undertake relevant training, including mandatory Data Security Awareness training for all. 
 

6.2. The TNA is monitored by the Chief Executive’s Team and the Audit Committee. 
 

6.3. Use of Removal Media is included in the Corporate Governance induction for all new employees 
of the ICB. 

 
7. Monitoring Compliance and Effectiveness of the Policy 

7.1. The Clinical Quality and Governance Committee will oversee implementation of the policy and will 
receive quarterly reports detailing incidents logged. 
  

7.2. The Clinical Quality and Governance Committee reviews the mitigation of information security 
risks. 
 

7.3. The SIRO will report information security risks, including Cyber Security threats, and breaches to 
the Governing Body. 
 

7.4. Training data is regularly reviewed by the Clinical Quality and Governance Committee. 
 

7.5. The policy will be reviewed every three years by the Governing Body. 

 
8. References and Further Reading  

8.1. Related references and further reading: 
 

• The Data Protection Act 2018; 
• NHS Digital Guidance; 
• Information Security Policy; 
• Safe Haven Policy and Procedure; 
• Incident Reporting Policy.  
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Appendix A - Equality Impact Assessment 
 

Policy Removable Media and 
Devices Policy 

 Person 
completing EIA 

Laura Whiteley, 
Corporate Governance 
Manager 

Victoria Watts, 
Governance Officer 

Date of EIA 22/02/19  Accountable ICB 
Lead 

Anita Wilson, Associate 
Director of Governance 
and Corporate Affairs 

 
Aim of Work 

 

To set out the ICB policy for use of media and removable devices, within 
the bounds of legal and professional obligations. 

Who Affected All staff and data subjects 

 
Protected Group Likely to 

be a 
differential 
impact?  

Protected Group Likely to be a 
differential 
impact?  

Sex No Age No 

Race No Gender Reassignment No 

Disability Yes Marriage and Civil 
Partnership 

No 

Religion / belief No Pregnancy and Maternity No 

Sexual orientation No   

 
Describe any potential or known adverse impacts or barriers for protected/vulnerable groups 
and what actions will be taken (if any) to mitigate. If there are no known adverse impacts, please 
explain.  
To ensure that individuals with specific disabilities can access the policy and its content, the 
document will be made available in alternative formats if required. 
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