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1. Summary 
Information is a vital asset, both in terms of the clinical management of individual patients 
and the efficient management of services and resources. It plays a key part in clinical 
governance, service planning and performance management. Information Governance is 
concerned with the way NHS organisations handle information about patients/clients and 
employees, in particular personal and sensitive information. It allows organisations and 
individuals to ensure that personal information is dealt with legally, securely, efficiently 
and effectively in order to deliver the best possible care.  Information Governance is a 
framework that brings together all the requirements, standards and best practice that apply 
to the handling of personal information. 
 
It is therefore of paramount importance to ensure that information is efficiently managed, and 
that appropriate policies, procedures and management accountability and structures provide 
a robust governance framework for information management. 
 
2. Principles 
NHS Coventry and Warwickshire Integrated Care Board (the ICB) recognises the need for an 
appropriate balance between openness and confidentiality in the management and use of 
information. The ICB fully supports the principles of corporate governance and recognises its 
public accountability, but equally places importance on the confidentiality of, and the security 
arrangements to safeguard, both personal information about patients and staff and 
commercially sensitive information. The ICB also recognises the need to share patient 
information with other health organisations and other agencies in a controlled manner 
consistent with the interests of the patient and, in some circumstances, the public interest. 
 
The ICB believes that accurate, timely and relevant information is essential to deliver the 
highest quality health care. As such it is the responsibility of all clinicians and managers to 
ensure and promote the quality of information and to actively use information in decision 
making processes. 
 
There are 4 key interlinked strands to the Information Governance Policy: 
 

• Openness; 
• Legal compliance; 
• Information security; and 
• Quality assurance. 

Openness 
Non-confidential information on the ICB and its services should be available to the public 
through a variety of media, in line with the ICB’s code of openness; 
 
The ICB will establish and maintain policies to ensure compliance with the Freedom of 
Information Act; 
 
The ICB will undertake or commission annual assessments and audits of its policies and 
arrangements for openness; 
 
Patients should have ready access to information relating to their own health care, their 
options for treatment and their rights as patients; 
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The ICB will have clear procedures and arrangements for liaison with the press and 
broadcasting media;  
 
The ICB will have clear procedures and arrangements for handling queries from patients and 
the public. 
 
Legal Compliance 

The ICB regards all identifiable personal information relating to patients as confidential; 
 
The ICB will undertake or commission annual assessments and audits of its compliance with 
legal requirements; 
 
The ICB regards all identifiable personal information relating to staff as confidential except 
where national policy on accountability and openness requires otherwise; 
 
The ICB will establish and maintain policies to ensure compliance with the Data Protection 
Act, Human Rights Act and the Common Law Duty of Confidentiality; 
 
The ICB will establish and maintain policies for the controlled and appropriate sharing of 
patient information with other agencies, taking account of relevant legislation (e.g. Health and 
Social Care Act, Crime and Disorder Act, Protection of Children Act). 
 
Information Security 

The ICB will establish and maintain policies for the effective and secure management of its 
information assets and resources; 
 
The ICB will undertake or commission annual assessments and audits of its information and 
IT security arrangements; 
 
The ICB will promote effective confidentiality and security practice to its staff through policies, 
procedures and training;  
 
The ICB will establish and maintain incident reporting procedures and will monitor and 
investigate all reported instances of actual or potential breaches of confidentiality and 
security. 
 

Information Quality Assurance 

The ICB will establish and maintain policies and procedures for information quality assurance 
and the effective management of records; 
 
The ICB will undertake or commission annual assessments and audits of its information 
quality and records management arrangements; 
 
Managers are expected to take ownership of, and seek to improve, the quality of information 
within their services; 
 
Wherever possible, information quality should be assured at the point of collection; 
Data standards will be set through clear and consistent definition of data items, in accordance 
with national standards;  
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The ICB will promote information quality and effective records management through policies, 
procedures/user manuals and training. 
 
Information Risk Management 
 
The ICB will appoint a Senior Information Risk Officer (SIRO)with responsibility to the 
Governing Body for reporting information risks. The Associate Director of Governance and 
Corporate Affairs. 
 
The ICB will ensure that asset owners are established for all information assets. Asset 
owners will be at a senior level, and will understand how to assess and address risks 
associated with their assets; 
 
The assets owners will undertake annual online training. Their assets register will be updated 
annually and they will produce an annual information asset report for the SIRO;  
 
The ICB will apply the Information Risk Policy and its Risk Management policies and 
procedures in accessing and addressing information risks. 
 
Management of Third Parties 

The ICB will ensure that contracts and protocols with partners and suppliers where necessary 
include suitable statements relating to Information Governance; 
 
The ICB will, where necessary, require that Agency workers, Volunteers and contractors are 
adequately trained in Information Governance prior to their gaining access ICB information;  
 
The ICB will establish a procedure and update registers of all third parties with whom PCD 
has been shared e.g. via databases. There will also be a data sharing agreement signed by 
all relevant parties for each instance of data sharing. 
 
 
3. Responsibilities 
Governing Body 

It is the role of the ICB’s Governing Bodies to define the ICB’s policy in respect of Information 
Governance, taking into account legal and NHS requirements. The Governing Bodies are 
also responsible for ensuring that sufficient resources are provided to support the 
requirements of the policy. 

Chief Executive 
The Chief Executive has ultimate responsibility for the legal, secure, effective and efficient 
processing of information. 
 
Caldicott Guardian 
The Caldicott Guardian will be the senior responsible person for providing advice on the 
lawful and ethical processing of the personal information of patients or service users and will 
ensure appropriate sharing/disclosure of information. 
 
The Caldicott Guardian will be responsible for granting permission to access or disclose 
personal information. 
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Arden and Greater East Midlands Clinical Support Unit (Arden GEM CSU) Information 
Governance Consultant 

The Arden GEM CSU Information Governance Consultant is responsible for overseeing day 
to day Information Governance issues, reporting into the Information Governance Steering 
group; developing and maintaining policies, standards, procedures and guidance; 
coordinating Information Governance in the ICB and raising awareness of Information 
Governance. 
 
Senior Information Risk Owner (SIRO) 
The SIRO is responsible for overseeing the development of an Information Risk Policy and a 
strategy for implementing the policy within the existing Information Governance framework. 
 
Information Asset Owners/Administrators 
Information Asset Owners (IAOs) are accountable to the SIRO and will provide assurance 
that information risk is being identified and managed effectively for those information assets 
that they have been assigned ownership of. Information Asset Administrators (IAAs) will 
usually be staff who have day-to-day responsibility for management of information risks 
affecting one or more assets, and report these to the IAOs. 
 
Managers 
Managers within the ICB are responsible for ensuring that the policy and its supporting 
standards and guidelines are built into local processes and that there is on-going compliance. 
 
All Staff 
All staff, whether permanent, temporary or contracted, and all third-party contractors are 
responsible for ensuring that they are aware of the requirements incumbent upon them and 
for ensuring that they comply with these on a day-to-day basis. Staff must ensure where a 
breach of this policy has taken place it is reported to the line manager so that the ICB’s 
incident reporting process can be invoked. 
 
Arden GEM CSU Information Governance Steering Group 
The Arden GEM CSU Information Governance Steering Group will be accountable to the 
Clinical Quality, Safety and Governance Committee (or its equivalent). The group will support 
and drive the information governance agenda providing the Governing Body with assurance 
that effective information governance procedures, policies and best practice are implemented 
within the ICB. The Group will identify leads for the various standards of the NHS Digital Data 
Security Protection Toolkit (DSPT).These leads will be responsible for maintenance and 
improvement of their assigned initiatives. 
 
 
 
4. Legislation and NHS Guidance 
Recent legislation is having a significant effect on Information Governance in NHS 
organisations. The ICB must ensure that all policies and procedures are fully compliant with 
legislation and NHS guidance on the management of information, including: 
 
Public Records Act 1958 and 1967 

Access to Health Records Act 1990 
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Data Protection Act 2018 

Human Rights Act 1998 

Freedom of Information Act 2000 

Records Management Code of Practice for Health and Social Care 2016 

Caldicott Review of Patient Identifiable Information 1997 

HSC 1999/012: Caldicott Guardians 

Caldicott 2 2013 

NHS Litigation Authority Risk Management Standards 2003 

DSP Toolkit 

ISO 27001 Information Security 

5. Review 
This policy and associated strategy and procedures will be reviewed at least every 3 years or 
earlier if appropriate, to take into account any relevant changes in legislation or guidance, 
organisational change or any other exceptional circumstance. An action plan will be 
developed against the Information Governance Toolkit to identify key areas for continuous 
improvement. 
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Equality Impact Assessment  
          

Directorate Integrated Governance      Team Information 
Governance 

Name of lead person Alan Haycock 

 
Piece of work being assessed IG Policy 
 
Aims of this piece of work To set out the ICB policy for Information Governance and legal compliance 
 
Date of EIA 09/12/2019 Other partners/stakeholders involved IGSG Members, consultation respondents 
 
Who will be affected by this piece of work? Al staff and data subjects 
 
Single Equality 
Scheme Strand 

Baseline data and research on the population that this piece of work will affect. 
What is available? Eg population data, service user data. What does it show? Are there any 
gaps? Use both quantitative data and qualitative data where possible. 
Include consultation with service users wherever possible 

Is there likely to 
be a differential 
impact? 
Yes, no, unknown 

Gender This policy applies to both genders and there is no evidence or informal intelligence to suggest that 
either will be disadvantaged more than the other in applying this policy 

No 

Race This policy applies to all races and there is no evidence or informal intelligence to suggest that any race 
will be disadvantaged more than the other in applying this policy 

No 

Disability This policy applies to all staff and there is no evidence or informal intelligence to suggest that anyone 
with a disability would be disadvantaged more than someone who didn’t have a disability. 

No 

Religion/ belief This policy applies to all staff irrespective of their religion/religious beliefs and there is no evidence or 
informal intelligence to suggest that people holding differing religious beliefs would be disadvantaged 
more than another in applying this policy 

No 

Sexual 
orientation 

There is no evidence or informal intelligence to suggest that people of differing sexual orientation will be 
disadvantaged more than another in applying this policy 

No 

Age This policy applies to ICB staff of all ages. There is no evidence or informal intelligence to suggest that 
differing ages would cause anyone to be disadvantaged more than another in applying this policy 

No 

Social 
deprivation 

This policy applies to ICB staff irrespective of social status. There is no evidence or informal intelligence 
to suggest that people of differing social status would be disadvantaged more than another in applying 
this policy 

No 

Carers This policy applies to ICB staff irrespective of carer responsibilities. There is no evidence or informal 
intelligence to suggest that people with carer responsibilities would be disadvantaged more than 
someone who didn’t 

No 

Human rights This policy is intended to protect the human rights of everyone and there is no evidence to suggest that it 
would disadvantage anyone who wishes to abide by the terms and conditions of employment and other 
legal requirements such as the Data Protection Act 2018 and the Freedom of Information Act 2000 

No 
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